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bypass, RCE in PyPIl & Lesser known XXE
attack vectors

BY ANNA HAMMOND - AUGUST 6, 2021 - LAST UPDATED ON MARCH 6, 2025

Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The first series is
curated by Mariem, better known as PentesterLand. Every week, she keeps us up to date with a

comprehensive list of write-ups, tools, tutorials and resources.

CLICK HERE TO SUBSCRIBE

This issue covers the week from July 26 to August 2.

Our favorite 5 hacking items

1. Writeups of the week

Securing XML implementations across the web

Zimbra 8.8.15 - Webmail Compromise via Email

Mattermost researcher @jupenur disclosed round-trip vulnerabilities found in four XML parsers.

Interestingly, they lead to authentication bypass in major SAML implementations.

The other writeup by @scannell simon is about DOM-based stored XSS and authenticated SSRF. Chaining

them increased their impact and would've allowed unauthenticated attackers to compromise Zimbra

webmail servers.

2. Writeups? of the week

XXE Case Studies
Potential remote code execution in PyPI (pypi.org, $3,000)

The first writeup by @cinzinga_ has some interesting attack vectors for XXE, e.g. XXE via KML, proprietary,
PDF and Excel files. They're worth knowing if you like to test for XXE.

The second writeup is the continuation of @ryotkak’s work on supply-chain attacks. Static analysis of

PyPlI's source code revealed three vulnerabilities including RCE on pypi.org.

3. Tool of the week

hallucinate & Intro

Hallucinate allows you to inspect and manipulate TLS traffic using dynamic instrumentation. The
difference with a Web proxy like Burp is that it does not replace certificates, so it is particularly useful

when you want to analyze an app’s encrypted traffic without bypassing certificate pinning.


http://newsletter.intigriti.com/
https://mattermost.com/blog/securing-xml-implementations-across-the-web/
https://blog.sonarsource.com/zimbra-webmail-compromise-via-email?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+Sonar+%28SonarSource+Blog%29
https://twitter.com/jupenur
https://twitter.com/scannell_simon
https://cinzinga.com/XXE-Case-Studies/
https://blog.ryotak.me/post/pypi-potential-remote-code-execution-en/
https://twitter.com/cinzinga_
https://twitter.com/ryotkak/status/1421078179226087428
https://github.com/SySS-Research/hallucinate/
https://blog.syss.com/posts/hallucinate/
https://www.intigriti.com/

4. Video of the week

DO NOT USE alert(1)_for XSS & Blog post

If you use alert(1) when looking for XSS, you'll find this very informative. @LiveOverflow demonstrates
why it can lead to false positives (e.g. if the XSS payload runs in a sandbox domain/iframe) and what other

Proofs of Concept are generally better to use.

5. Resource of the week

Last Week in Security (LWiS) - 2021-08-02

Last Week in Security (LWiS) is @badsectorlabs’s weekly summary of offensive security news, techniques
and tools. It is similar to Bug Bytes but focuses more on the red team / internal pentest / Active Directory

side. So if these are the topics you're most interested in, it is a great newsletter to follow.

| usually also include these topics in Bug Bytes but this week in particular, there have been too many
noteworthy new tools and attacks. So exceptionally, this Bug Bytes will be almost only focused on Web /

API / mobile hacking and for all the new AD and red teaming fun, please refer to LWiS.

SHARE ON TWITTER

Other amazing things we stumbled upon this
week

Videos
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e Learn with Rohit: Attacks and Defenses to Docker & Kubernetes!!.

e Print Nightmare AKA Domain Controller Domination

e Hacker Heroes #7 - @ceos3c (Interview)

e The Malicious Office 365 Application Experiment.. that went bad.. real bad..

e Radio Hack Ep2: Secure Code Review - Fady Othman (in Arabic)

Podcasts

e The BlackMatter Interview - Bad News for Firefox, DarkSide Return, Tailscale, Google to Assume
HTTPS

PetitPotam'’s author)


https://www.youtube.com/watch?v=KHwVjzWei1c
https://liveoverflow.com/do-not-use-alert-1-in-xss/
https://twitter.com/LiveOverflow/status/1421488081090269189
https://blog.badsectorlabs.com/last-week-in-security-lwis-2021-08-02.html
https://twitter.com/badsectorlabs
https://twitter.com/intent/retweet?tweet_id=1423631682150846470&related=twitterapi,twittermedia,twitter,support
https://www.youtube.com/watch?v=127BS4AmCuY
https://blog.intigriti.com/2021/08/04/hacker-tools-nosqlmap/
https://www.youtube.com/watch?v=s1ZJS5agZOM
https://www.youtube.com/watch?v=awQjEm0etO0
https://www.youtube.com/watch?v=vHKQ4fKfL_s&list=PLV3tsBCKehy2WF9_qc_g-MuTE5_R5w4wZ&index=6
https://www.youtube.com/watch?v=xOoWHKOphK0
https://www.youtube.com/watch?v=s5UDqHpAZH8
https://www.youtube.com/watch?v=pJ0P4X_wbNM
https://www.youtube.com/watch?v=34nYFxUTauw
https://www.youtube.com/watch?v=34nYFxUTauw
https://anchor.fm/hacknspeak/episodes/0x09---topotam--Une-belle-histoire--du-TII-et-PetitPotam-e154bv0

Webinars

e DevOps for Hackers with Hands-On Labs w/ Ralph May (4-Hour Workshop)

Conferences

e Source Zero Con & Slides

Tutorials

Medium to advanced

e Advanced Recon Guide

e Cobalt Strike and Tradecraft

e How to Phish for User Passwords with PowerShell

Beginners corner

e Scanning your iPhone for Pegasus, NSO Group’s malware

e Hackish Way to Capture Traffic of XMPP’'(i.e. non-HTTP protocols ) of Mobile Applications.

e How To Configure BurpelFish

e Step by Step. Automating multi-pass attacks in Burp Suite

e Pentesting Electron Applications

Writeups
Challenge writeups
e Intigriti / @RootEval’s July XSS challenge winners and writeups

e Answer to the XSS Trick & Demystifying an XSS payload!

Pentest writeups

e Bypassing Defenses: Cylance

Responsible(ish) disclosure writeups

e Stealing Bitcoin with Cross-Site Request Forgery (Ride the Lightning + Umbrel) #Web

e Multiple Open Source Web App Vulnerabilities Fixed #CodeReview #Web

e Rotten Apples: Macos Codesigning Translocation Vulnerability #MacOS

e (CVE-2021-27077: Selecting Bitmaps Into Mismatched Device Contexts #Windows #LPE



https://www.youtube.com/watch?v=hK8N1QUpeM8
https://www.youtube.com/playlist?list=PLL9FY4aY7o41jSbG6WtdB1viPqiBMXGQd
https://www.optiv.com/insights/source-zero#SZCR-01
https://www.bugbountyhunter.com/articles/?on=Advanced_Recon
https://hausec.com/2021/07/26/cobalt-strike-and-tradecraft/
https://www.blackhillsinfosec.com/how-to-phish-for-user-passwords-with-powershell/
https://arkadiyt.com/2021/07/25/scanning-your-iphone-for-nso-group-pegasus-malware/
https://sharan-panegav.medium.com/hackish-way-to-capture-traffic-of-xmpp-i-e-non-http-protocols-of-mobile-applications-9d66694f0e6a
https://secureideas.com/blog/2021/07/how-to-configure-burpelfish.html?utm_content=174398288&utm_medium=social&utm_source=twitter&hss_channel=tw-14131731
https://hackfreaks.medium.com/step-by-step-automating-multi-pass-attacks-in-burp-suite-updated-1ef8b2a7ba5a
https://blog.yeswehack.com/yeswerhackers/exploitation/pentesting-electron-applications/
https://twitter.com/intigriti/status/1422157879709159428
https://securitygoat.medium.com/answer-to-the-xss-trick-f6db5e5c94ad
https://securitygoat.medium.com/demystifying-an-xss-payload-a56242e6265e
https://www.whiteoaksecurity.com/blog/bypassing-defenses-cylance/
https://initblog.com/2021/rtl-driveby/
https://www.rapid7.com/blog/post/2021/07/27/multiple-open-source-web-app-vulnerabilities-fixed/
https://occamsec.com/rotten-apples-macos-codesigning-translocation-vulnerability/
https://www.zerodayinitiative.com/blog/2021/7/26/cve-2021-27077-selecting-bitmaps-into-mismatched-device-contexts

0-day & N-day vulnerabilities

e Developing an exploit for the Jira Data Center Ehcache RCE (CVE-2020-36239) #Web

Bug bounty writeups

e How to be popular (OkCupid)

e Gaining Access To GCP Of Google Stadia — 500$% Bounty (Google, $500)

e Facebook Email/phone disclosure using Binary search (Facebook)

e (CVE-2020-15823: Server-Side Request Forgery (SSRF)_in JetBrains YouTrack (JetBrains)

e Blast Radius: Apache Airflow Vulnerabilities ($13,000)

e Stealing SSO Login Tokens (snappublisher.snapchat.com) (Snapchat, $7,500)

See more writeups on The list of bug bounty writeups.

Tools
e dnsline: Tool for making it easy to collect dns results from the CLI

e Sanity: MXSS Fuzzer

e SaveBrowsinglmages: Burp extension to save all browsed images to disk
e Revealin: Uncover the full name of a target on Linkedin
e Key-Checker: Go scripts for checking API key / access token validity

e reverse-apk: Quickly analyze and reverse engineer Android applications

plution: Prototype pollution scanner using headless chrome

Tips & Tweets
e Forced directory indexing using range HTTP header

e Stored XSS using .xbl files

e Non-HTTP SSRF

e 403 bypass via “"HTTP hop-by-hop request headers”

e SSTI polyglot

e |f you could search through every subdomain on the internet what are some stuff you'd look for?

e Command to detect if a system is Windows or Linux (post-exploitation)



https://dozer.nz/posts/CVE-2020-36239-POC-dev
https://blog.azuki.vip/csrf/
https://medium.com/@sebastien.kaul/gaining-access-to-gcp-of-google-stadia-500-bounty-22f76ecc8e60
https://medium.com/pentesternepal/facebook-email-phone-disclosure-using-binary-search-d50430758c54
https://mitmlab.com/cve-2020-15823-server-side-request-forgery-ssrf-in-jetbrains-youtrack-74543a86a248
https://securitytrails.com/blog/blast-radius-airflow
https://hackerone.com/reports/265943
https://pentester.land/list-of-bug-bounty-writeups.html
https://github.com/AlfredBerg/dnsline
https://github.com/TheGrandPew/Sanity
https://twitter.com/digininja/status/1422517447022813209
https://github.com/mxrch/revealin
https://github.com/daffainfo/Key-Checker
https://github.com/nullenc0de/reverse-apk
https://github.com/raverrr/plution
https://twitter.com/SpiderSec/status/1422212690760462343
https://twitter.com/ptswarm/status/1420745559749455876
https://twitter.com/joohoi/status/1421506621801385986
https://twitter.com/jinonehk/status/1420413477521301507
https://twitter.com/renniepak/status/1420837507177062409
https://twitter.com/NahamSec/status/1419725738698166294
https://twitter.com/infosec_au/status/1422497909107351553

Misc. pentest & bug bounty resources

Learn the fundamentals of Cloud Computing.in 6 months

traversal-archives

@0xAwali's Online Shopping testing Checklist & Search engines queries

OSCE3 Study Guide by Joas

Microsoft Wont-Fix-List (July 2021 Edition)

Challenges

Template Engine Playground

Attack Al systems in Machine Learning Evasion Competition (Aug 06 - Sep 17)

VulWebaju

Articles

Hacking naked Akamai ARL at scale, Weaponizing Apify for mass bug bounty $$$, Script to test
open Akamai ARL vulnerability & V1/V2 ARL Change - Starting Aug 10, 2021

How | Lost the SecurityTrails #ReconMaster Contest, and How You Can Win: Edge-Case Recon

Ideas

SAML is insecure by design

Bug bounty & Pentest news

Bug bounty

e h@cktivitycon 2021 Call For Papers

Cybersecurity

e The Pwnie Awards nominees

e CISA Alert (AA21-209A): Top Routinely Exploited Vulnerabilities

Upcoming events

o Alist of DEF CON villages streaming this weekend (free)

Tool updates:

e Nuclei: Option to disable templates auto-updates

e (@StaticFlow's Directorylmporter now supports ffuf

e Changes for LOphtCrack & How to bypass licensing until an open source version is available

e CrackMapExec v5.1.7dev - U fancy huh ?


https://github.com/madebygps/self-taught-guide-to-cloud-computing
https://github.com/jwilk/traversal-archives
https://twitter.com/0xAwali/status/1421402742405443585
https://twitter.com/0xAwali/status/1422094010521427970
https://github.com/CyberSecurityUP/OSCE-Complete-Guide
https://github.com/cfalta/MicrosoftWontFixList
https://twitter.com/BugHuntrIo/status/1420661991987896322
https://www.microsoft.com/security/blog/2021/07/29/attack-ai-systems-in-machine-learning-evasion-competition/
https://github.com/Aju100/VulWebaju
https://warandcode.com/post/akamai-arl-hack/
https://warandcode.com/post/apify-mass-bug-bounty/
https://github.com/war-and-code/akamai-arl-hack
https://github.com/war-and-code/akamai-arl-hack
https://community.akamai.com/customers/s/article/WebPerformanceV1V2ARLChangeStartingFebruary282021
https://securitytrails.com/blog/how-i-lost-the-securitytrails-reconmaster-contest
https://securitytrails.com/blog/how-i-lost-the-securitytrails-reconmaster-contest
https://joonas.fi/2021/08/saml-is-insecure-by-design/
https://www.hackerone.com/hacktivitycon-cfp
https://pwnies.com/nominees/
https://us-cert.cisa.gov/ncas/alerts/aa21-209a
https://twitter.com/Darwnsm/status/1421906231707545603
https://github.com/projectdiscovery/nuclei/issues/872
https://twitter.com/_StaticFlow_/status/1415802986325028864
https://twitter.com/_StaticFlow_/status/1415802986325028864
https://twitter.com/_StaticFlow_/status/1415802986325028864
https://l0phtcrack.gitlab.io/
https://twitter.com/dildog/status/1421877460782698500
https://github.com/byt3bl33d3r/CrackMapExec/releases/tag/v5.1.7dev

e AutoRecon v2 (beta)

Non technical

o @iamthefrogy’s bug bounty tips & motivation

e Bug Hunting Thoughts & Statistics

e Are you sharing your address on social media?

e Probably Are Gonna Need It: Application Security Edition

e Phishing Test Click-Rate Metrics: a Measure of Email Marketing, not Phishing Resilience

Community pick of the week

zseano
@zseano

helping others learn and then earn :-) Where's my
affiliate link @intigriti ?;)
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4:36 PM - Aug 4, 2021 - Twitter Web App

This is so inspiring! Make sure to check out @zseano’s free methodology to see how these guys did it

Also tag us on social media to share your own bug hunting wins and joys, we love hearing from you!

REQUEST A DEMO VISIT THE WEBSITE GET IN TOUCH

intigriti.com/demo intigriti.com hello@intigriti.com



https://twitter.com/0xtib3rius/status/1421642862559698947
https://twitter.com/iamthefrogy/status/1421631395043151874
https://cinzinga.com/Bug-Bounty-Thoughts/
https://www.pentestpartners.com/security-blog/are-you-sharing-your-address-on-social-media/
https://jacobian.org/2021/jul/8/appsec-pagnis/
https://www.verizonmedia.com/technology/blog/paranoids-phishing-metrics
https://twitter.com/zseano/status/1422944616295419905
https://www.bugbountyhunter.com/methodology/
https://www.intigriti.com/demo
https://www.intigriti.com/
mailto:hello@intigriti.com

