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@ Want to read the latest version? Visit the link below:

https://www.intigriti.com/researchers/blog/bug-bytes/bug-bytes-13-shopify-rce-Oxpatriks-interview-xss-in-google-search

Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The first series are
curated by Mariem, better known as PentesterLand. Every week, she keeps us updated with a
comprehensive list of all write-ups, tools, tutorials and resources we should not have missed.

You can sign up for the newsletter here.

Hey hackers! These are our favorite resources shared by pentesters and bug hunters last week.
This issue covers the week from 29 of March to 05 of April.

Our favorite 5 hacking items

1. Resource of the week

* Introducing the Web Security Academy

The Web Security Acedemy is a new online training on Web security. What's great about it that it's free,
and it's from PortSwigger the company behind Burp Suite and The Daily Swig. Also, Dafydd Stuttard who
is part of the team that created it, is the author of The Web Application Hacker’'s Handbook.

All this to say that it is high quality like everything that the company produces.

There are only 4 modules for now: SQL injection, XSS, OS command injection and Directory traversal.
Each one includes theory, resources and practical labs, plus related stories from The Daily Swig at the end
of the page.

More vulnerabilities and labs will be added in the next months.

2. Writeup of the week

Handlebars template injection and RCE in a Shopify app & HackerOne report ($10,000)

This is an awesome writeup! What | love about it most us that @Zombiehelp54 initially reported a
“possible template injection”. He wasn't sure it was exploitable or even valid, and just explained the app’s
behaviour that led him to think it was vulnerable.

Then he kept trying and ~2 months later, he was able to identify the template used (handlebars) and
escalate to a full SSTI/RCE.

So this is an excellent example of perseverence, a well-written report, escalating from an “almost bug” to
RCE, and how to exploit an SSTI on an initially unknown template engine.

3. Tool of the week

: Webanalyze
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If you have tried automating your recon, you might have noticed that some interesting platform
identification tools like Wappalyzer and BuiltWith have expensive APIs. There are many free alternatives
like Webtech or Whatweb, but | like using different tools and combining their results to avoid erroneous
results.

So Webanalyze is a good addition to my workflow. It's a port of Wappalyzer in Go. It doesn't require any
API key because it uses the apps.json from the Wappalyzer project, which contains signatures to identify
technologies.

Here are example outputs:

webanalyze -hosts hosts.txt -output csv

2019/04/07 20:54:37 Scanning with 4 workers.

Host,Category,App,Version

http://google.com,Web Servers,Google Web Server,

http://uber.com,”Web Servers,Reverse Proxy”,Nginx,

http://microsoft.com,JavaScript Libraries,jQuery,

webanalyze -host yahoo.com

2019/04/07 20:55:29 Scanning with 4 workers.

2019/04/07 20:55:32 [+] http://yahoo.com (2.6575745485s):

2019/04/07 20:55:32 - Apache Traffic Server, (Web Servers)

2019/04/07 20:55:32 - YUI, (JavaScript Libraries)

2019/04/07 20:55:32 - React, (JavaScript Frameworks)

4. Non technical item of the week

Bringing Cybersecurity into Academia: We Talk with Patrik Hudak

I'm a huge fan of Patrick Hudak’s blog https://0xpatrik.com/. His articles on subdomain takeover, recon
and OSINT are so detailed and well-written, they're like mini e-books!

So it was interesting to learn more about him through this interview. His work on subdomain takeovers
and subdomain enumeration was actually part of his master thesis.

I really want to read that now, as not all theses are as practical and financially rewarding!

This might give you ideas if you're a student.

5. Video of the week

: XSS on Google Search - Sanitizing HTML in The Client?

This is a mindblowing video writeup of an XSS on Google Search. The vulnerable parameter (g) and URL
(https://www.google.de/search?q=vuln) are used by millions of people. It was vulnerable for almost 5
months until @kinugawamasato found the bug!

This shows that there are always bugs even in the most tested and secure apps.

Also, the video is full of interesting information on:

- Mutation XSS

- Why HTML parser libraries for XSS prevention are placed client-side

- Why the same tag can be interpreted in two different ways by the browser

- The reason is that <template> has JS disabled. And the browser parses <noscript> differently if JS is
enabled or disabled.

- How to debug complex DOM XSS: Use “onerror=debugger;". It triggers a breakpoint in the JS debugger
when the XSS is executed.
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Other amazing things we stumbled upon this
week

Videos

e Cross-Site Request Forgery Attack

e Zero to Hero Pentesting: Episode 3 - Python 102, Building a Terrible Port Scanner, and a Giveaway

e Get Any Wi-Fi Password Without Any Cracking Using Wifiphisher’s Social Engineering Attack
[Tutorial]

Podcasts

e Security Now 708 - Android Security

e TrustedSec Podcast Episode 3.12 - Money, Malware, and Facebook Reads Your Mail

e The Many Hats Club - Ep. 38, Take care of yourself while reversing malware (with Amit Serper)

e The Many Hats Club - Ep. 55, The Beer Farmers Monthly Special No. 4

e Application Security Podcast: Georgia Weidman — Mobile, 10T, and Pen Testing

e Paul's Security Weekly #599 - OceanlLotus, Russia, & Google

e Paul’s Security Weekly #599 - Bugs, Breaches, and More!

e Hack Naked News #212 - ASUS, Microsoft, & Tesla

e Darknet Diaries Ep 35: Carbanak

Webinars & Webcasts

e InfoSec Girls + OWASP WIA knowledge exchange webinar - 06 April 2019

e Intro to Cracking Hashes

Conferences

e BSides Columbus 2019, especially:

e Mobile App Vulnerabilities - The Bad, The Worse And The Ugly

o Battling Magecart: The Risks of Third-Party Scripts

e TROOPERS19
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https://www.youtube.com/watch?v=LNT4y-4TkQo
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http://www.irongeek.com/i.php?page=videos/bsidescolumbus2019/mainlist
http://www.irongeek.com/i.php?page=videos/bsidescolumbus2019/bsidescmh2019-4-01-mobile-app-vulnerabilities-the-bad-the-worse-and-the-ugly-ray-kelly
http://www.irongeek.com/i.php?page=videos/bsidescolumbus2019/bsidescmh2019-4-02-battling-magecart-the-risks-of-third-party-scripts-kevin-gennusos
https://www.youtube.com/user/TROOPERScon/playlists

Slides only

Weaponizing Corporate Intel: This Time, It's Personal!

Browsers - For better or worse ...

BlackHat Asia 2019

Attacking Java RMI services after JEP 290 & blog post

Tutorials

Medium to advanced

GraphQL Voyager as a tool for API security testing

Circumventing SSL Pinning in obfuscated apps with OkHttp

Going Phishing with Terraform

Post Exploitation with KOADIC

Rethinking the inotify API as an offensive helper

Beginners corner

Better AP| Penetration Testing with Postman - Part 1 & Part 2

Exploitation of Mis-configured Cross-Origin Resource Sharing (CORS)

Advanced SSRF exploitation and prevention (Original in Dutch)

Using Wireshark: Identifying Hosts and Users

Hack Excel passwords

Comprehensive Guide on Netcat

Hashcat Tutorial - Rule Writing

Network Basics for Hackers: Server Message Block (SMB) and Samba

Writeups

Challenge writeups

Solution for “A Weird XSS Case”

VolgaCTF 2019 Quals: web 300 — Gallery [EN]

HackLab ESGI Security Day 7th Edition - Write-ups

Responsible disclosure writeups

CARPE (DIEM): CVE-2019-0211 Apache Root Privilege Escalation
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https://www.slideshare.net/dafthack/weaponizing-corporate-intel-this-time-its-personal
https://slides.com/simpson/browsers-for-better-or-worse-owasp
https://github.com/riusksk/SecConArchive/tree/master/BlackHat_Asia_2019
https://github.com/mogwailabs/rmi-deserialization
https://mogwailabs.de/blog/2019/03/attacking-java-rmi-services-after-jep-290/
https://medium.com/bugbountywriteup/graphql-voyager-as-a-tool-for-security-testing-86d3c634bcd9
https://blog.nviso.be/2019/04/02/circumventing-ssl-pinning-in-obfuscated-apps-with-okhttp/
https://bestestredteam.com/2019/03/21/going-phishing-with-terraform/
https://www.prismacsi.com/en/post-exploitation-with-koadic/
https://x-c3ll.github.io//posts/rethinking-inotify/
https://blog.secureideas.com/2019/03/better-api-penetration-testing-with-postman---part-1.html
https://securityboulevard.com/2019/03/better-api-penetration-testing-with-postman-part-2/
http://www.hacktechsp.com/exploitation-of-mis-configured-cross-origin-resource-sharing-cors/
https://translate.google.com/translate?hl=en&sl=auto&tl=en&u=https%3A%2F%2Fhackflag.org%2Fforum%2Fshowthread.php%3Ftid%3D7895&sandbox=1
https://twitter.com/bl4ckh4ck5/status/1113402287085453313
https://unit42.paloaltonetworks.com/using-wireshark-identifying-hosts-and-users/
http://www.conzu.de/en/excel-passwoerter-hacken/
https://www.hackingarticles.in/comprehensive-guide-on-netcat/
https://laconicwolf.com/2019/03/29/hashcat-tutorial-rule-writing/
https://www.hackers-arise.com/single-post/2019/03/04/Network-Basics-for-Hackers-Server-Message-Block-SMB
https://blog.yeswehack.com/2019/04/01/solution-for-a-weird-xss-case/
https://kappactf.ru/volgactf-gallery-en/
https://rawsec.ml/en/Hacklab-ESGI-Security-Day-7th-edition-write-ups/
https://cfreal.github.io/carpe-diem-cve-2019-0211-apache-local-root.html

e Multiple Vulnerabilities in Android’s Download Provider (CVE-2018-9468, CVE-2018-9493, CVE-2018-
9546)

e Vulnerability in Xiaomi Pre-Installed Security App

e Xiaomi URL spoofing w/ SSL vulnerability or, CVE-2019-10875 - Was it intentionally kept in the
global versions by Xiaomi?

e Content provider injection in Xiaomi stock browser

e Go get-u CVE-2018-16873

e Hacking College Admissions

e SQL Injection in Duplicate-Page WordPress Plugin

e Malicious remote code execution backdoor discovered in the popular bootstrap-sass Ruby gem

Bug bounty writeups

e (lient-Side Race Condition on HackerOne ($1,250)

e Subdomain takeover on HackerOne ($500)

e SSRF on Shopify ($500)

¢ Information disclosure on Shopify ($500)

e Blind SSRF/XSPA on Lob

e Authorization flaw on GitLab ($2,000)

e Logic flaw on GitLab ($1,000)

e Logic flaw on Google

e SQL injection on private program ($10,000)

e Information disclosure on Facebook ($10,000)

See more writeups on The list of bug bounty writeups.

Tools

If you don't have time
e Anew: A tool for adding new lines to files, skipping duplicates. Useful for recon automation

e GenerateParameterWordlist.py: Burp Extension that extracts the parameters from sites in scope or
from a selected site so you can use them in Intruder (useful to test for mass assignments)

e GraphglschemaZ2payload: Helps recreate GraphQL payloads from a GraphQL Schema

More tools, if you have time

e Pastebin dump: A website listing daily Pastebin dumps
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https://ioactive.com/multiple-vulnerabilities-in-androids-download-provider-cve-2018-9468-cve-2018-9493-cve-2018-9546/
https://ioactive.com/multiple-vulnerabilities-in-androids-download-provider-cve-2018-9468-cve-2018-9493-cve-2018-9546/
https://research.checkpoint.com/vulnerability-in-xiaomi-pre-installed-security-app/
https://www.andmp.com/2019/04/xiaomi-url-spoofing-w-ssl-vulnerability.html
https://www.andmp.com/2019/04/xiaomi-url-spoofing-w-ssl-vulnerability.html
https://vishwarajbhattrai.wordpress.com/2019/03/22/content-provider-injection-in-xiaomi-stock-browser/
https://staaldraad.github.io/post/2019-03-28-go-get-vuln/
https://d4stiny.github.io/Hacking-College-Admissions/
https://blog.sucuri.net/2019/04/sql-injection-in-duplicate-page-wordpress-plugin.html
https://snyk.io/blog/malicious-remote-code-execution-backdoor-discovered-in-the-popular-bootstrap-sass-ruby-gem/
https://hackerone.com/reports/381356
https://hackerone.com/reports/514451
https://hackerone.com/reports/409701
https://hackerone.com/reports/417170
https://hackerone.com/reports/517461
https://hackerone.com/reports/310185
https://hackerone.com/reports/462503
https://medium.com/bugbountywriteup/how-i-am-able-to-hijack-you-1cab793a01d1
https://blog.redforce.io/sql-injection-in-insert-update-query-without-comma
https://medium.com/@rajsek/how-i-was-able-to-get-your-facebook-private-friend-list-responsible-disclosure-91984606e682
https://pentester.land/list-of-bug-bounty-writeups.html
https://github.com/tomnomnom/anew
https://github.com/laconicwolf/burp-extensions/blob/master/GenerateParameterWordlist.py
https://github.com/mindedsecurity/graphqlschema2payload
https://psbdmp.ws/daily

Shodan-Seeker: Command-line tool using Shodan API. Generates and downloads CSV results, diffing
of historic scanning results, alerts and monitoring of specific ports/IPs, etc

Giggity: Wraps github api for openly available information about an organization, user, or repo
Fracker: PHP function tracker

Android-ks-decryptor.py: Script to decode and decrypt Android Keystores (only software) & Slides (in
French)

Fireprox: AWS APl Gateway management tool for creating on the fly HTTP pass-through proxies for
unique IP rotation

SharpGPOAbuse: A .NET application written in C# that can be used to take advantage of a user’s edit
rights on a Group Policy Object (GPO) in order to compromise the objects that are controlled by that
GPO

KatzKatz: Python script to parse txt files containing Mimikatz output & generate the valid creds into a
CSV file

QRL)acker: QRLJacking Exploitation Framework

APC-PPID: Adds a user-mode asynchronous procedure call (APC) object to the APC queue of the
specified thread and spoof the Parent Process (for red teamers)

Misc. pentest & bug bounty resources

In Plain Sight:: The Vulnerability Epidemic in Financial Mobile Apps

Poc-graphgl: Research on GraphQL from an AppSec point of view

Whitepaper: Deobfuscating JavaScript Code: A Steam Phishing Website

Automating Discovery and Exploiting DOM (Client) XSS Vulnerabilities using Sboxr

APlsecurity.io Issue 25: NIST microservices guidelines, Facebook opens up to pentesting

Web Application Penetration Testing Course URLs

Reverse Engineering iOS Applications: A completely free, open source and online course about
Reverse Engineering iOS Applications

Android Penetration Testing Courses: Free course with examples from Diva (Damn Insecure
Vulnerable Application

6,000+ HackerOne Disclosed Reports

My Wireshark Display Filters Cheat Sheet

Challenges

Intigriti Community challenge: Can you spot the open redirect?

Can you trick this browser extension into revealing its data? (Hard)
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https://github.com/laincode/shodan-seeker
https://github.com/needmorecowbell/giggity
https://github.com/cyrus-and/fracker
https://github.com/Synacktiv/stuffz/blob/master/android-ks-decryptor.py
https://www.synacktiv.com/ressources/keystore_decryptor.pdf
https://github.com/ustayready/fireprox
https://labs.mwrinfosecurity.com/tools/sharpgpoabuse
https://github.com/xFreed0m/KatzKatz
https://github.com/OWASP/QRLJacking/tree/master/QRLJacker
https://github.com/hlldz/APC-PPID
https://info.arxan.com/rs/300-EOJ-215/images/aite-research-financial-mobile-apps.pdf
https://github.com/righettod/poc-graphql
https://www.netsparker.com/blog/web-security/announcing-deobfuscating-javascript-white-paper/
https://appsecco.com/books/automating-discovery-and-exploiting-dom-client-xss/
https://apisecurity.io/issue-25-nist-microservices-guidelines-facebook-opens-pentesting/
https://docs.google.com/document/d/101EsKlu41ICdeE7mEv189SS8wMtcdXfRtua0ClYjP1M/edit?fbclid=IwAR09VLJPrNtEvpgJcio2bDK5UItkdpZ37IJFgtDkR3mgWnNWSDKKRwlfo5s#
https://github.com/ivRodriguezCA/RE-iOS-Apps
https://medium.com/mobile-penetration-testing/android-penetration-testing-courses-4effa36ac5ed
http://sec.eddyproject.com/6000-hackerone-disclosed-reports/
https://medium.com/hacker-toolbelt/wireshark-filters-cheat-sheet-eacdc438969c
https://twitter.com/intigriti/status/1113412992903860224
https://www.bugbountynotes.com/challenge?id=30

Articles

e Same-Origin Policy: From birth until today

e The Journey to Try Harder: TJnull's Preparation Guide for PWK/OSCP
e CLI on steroids: Productivity boost on the linux command-line

e Server side request forgery in different manner

e Bug-Hunting-Day-5, Day 6 & Day 7

e CVE-2019-5418: on WAF bypass and caching

e C(Clickjacking the reCAPTCHA in the suspicious activity context

e Subverting Electron Apps via Insecure Preload

e How to Guard Against Mobile App Deep Link Abuse

e Security in Sciter-based applications

e What you see is not what you get: when homographs attack

e How to Implement DMARC/DKIM/SPF to Stop Email Spoofing/Phishing: The Definitive Guide

e DNS Ping Scans via Open Resolvers & Rumble tools: Useful when testing segmented network
environments

e What Application Developers Need To Know About TLS Early Data (ORTT)

News

Bug bounty news

e Microsoft Bounty Program Updates: Faster bounty review, faster payments, and higher rewards:

“The first researcher to report a bounty-eligible vulnerability will receive the full eligible bounty
award, even if it is internally known.”

e Bugrcrowd New Platform Feature - Advanced Program Search

e Bugcrowd University

Breaches

e Hackers Abuse Google Cloud Platform to Attack D-Link Routers

e Ransomware attack on Black Hat Asia halted by NOC

e losing Face: Two More Cases of Third-Party Facebook App Data Exposure

Vulnerabilities

e Apache web server bug grants root access on shared hosting environments

© Intigriti


https://research.aurainfosec.io/same-origin-policy/
https://www.netsecfocus.com/oscp/2019/03/29/The_Journey_to_Try_Harder-_TJNulls_Preparation_Guide_for_PWK_OSCP.html
https://www.disruptivelabs.in/blog/cli-on-steroids/
https://medium.com/@apocalyptik/server-side-request-forgery-in-different-manner-896cc44b29be
https://awesomeaakash.github.io/2019/03/31/Bug-Hunting-Day5/
https://awesomeaakash.github.io/2019/04/01/Bug-Hunting-Day6/
https://awesomeaakash.github.io/2019/04/02/Bug-Hunting-Day7/
https://blog.pentesterlab.com/cve-2019-5418-on-waf-bypass-and-caching-10e93f9a1981
https://terjanq.github.io/Bug-Bounty/Google/clickjacking-reCAPTCHA-qgyb26mecsbb/
https://blog.doyensec.com/2019/04/03/subverting-electron-apps-via-insecure-preload.html
https://www.nowsecure.com/blog/2019/04/05/how-to-guard-against-mobile-app-deep-link-abuse/
https://www.tarlogic.com/en/blog/security-in-sciter-based-applications/
https://wildfire.blazeinfosec.com/what-you-see-is-not-what-you-get-when-homographs-attack/
https://dmarcly.com/blog/home/how-to-implement-dmarc-dkim-spf-to-stop-email-spoofing-phishing-the-definitive-guide
https://critical.io/post/dns-remote-ping/
https://github.com/hdm/rumble-tools
https://blog.trailofbits.com/2019/03/25/what-application-developers-need-to-know-about-tls-early-data-0rtt/
https://blogs.technet.microsoft.com/msrc/2019/04/02/microsoft-bounty-program-updates-faster-bounty-review-faster-payments-and-higher-rewards
https://www.bugcrowd.com/new-platform-feature-advanced-program-search/
https://twitter.com/csufecs/status/1111362249157824512
https://threatpost.com/hackers-abuse-google-cloud-platform-to-attack-d-link-routers/143492/
https://portswigger.net/daily-swig/ransomware-attack-on-black-hat-asia-halted-by-noc
https://www.upguard.com/breaches/facebook-user-data-leak
https://twitter.com/campuscodi/status/1113360183185563648

e Is your hard drive exposed online?

e Zero-day hole in Microsoft Edge exposes users’ secrets

e Swiss Post puts e-voting on hold after researchers uncover critical security errors

e TP-Link router zero-day offers your network up to hackers

e WordPress iOS app leaked authentication tokens

e Tesla cars keep more data than you think, including this video of a crash that totaled a Model 3

e Hackers Can Access Pacemakers, but Don't Panic Just Yet

Breaches

e Hackers Abuse Google Cloud Platform to Attack D-Link Routers

e Ransomware attack on Black Hat Asia halted by NOC

e Losing Face: Two More Cases of Third-Party Facebook App Data Exposure

Malicious apps/sites

e Researchers Find Google Play Store Apps Were Actually Government Malware

e Huawei laptop ‘backdoor’ flaw raises concerns

e Russia accused of massive GPS spoofing campaign

Other news

e Android Security Monthly Recap #3 | March 2019

e Introducing Warp: Fixing Mobile Internet Performance and Security: Cloudflare is launching Warp,
a free VPN for mobile devices

e North Korea's elite hackers are funding nukes with crypto raids

e JavaScript sniffer slingers duke it out to control vulnerable websites

e Hidden code gives plugin developers admin access to WordPress sites
e Crooks use hidden directories of compromised HTTPS sites to deliver malware

e Google Warns of Growing Android Attack Vector: Backdoored SDKs and Pre-Installed Apps

Non technical

e My Story: From Business Development Rep to Security Consultant-in-Training at Rapid7

e Researcher Spotlight: Ambassador Hagai Sason

e Our take on social engineering
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https://nakedsecurity.sophos.com/2019/04/03/mass-misconfiguration-exposes-13500-online-drives/
https://portswigger.net/daily-swig/zero-day-hole-in-microsoft-edge-exposes-users-secrets
https://portswigger.net/daily-swig/swiss-post-puts-e-voting-on-hold-after-researchers-uncover-critical-security-errors
https://nakedsecurity.sophos.com/2019/04/02/tp-link-router-zero-day-that-offers-your-network-up-to-hackers/
https://www.zdnet.com/article/wordpress-ios-app-leaked-authentication-tokens/
https://www.cnbc.com/2019/03/29/tesla-model-3-keeps-data-like-crash-videos-location-phone-contacts.html
https://www.healthline.com/health-news/are-pacemakers-defibrillators-vulnerable-to-hackers
https://threatpost.com/hackers-abuse-google-cloud-platform-to-attack-d-link-routers/143492/
https://portswigger.net/daily-swig/ransomware-attack-on-black-hat-asia-halted-by-noc
https://www.upguard.com/breaches/facebook-user-data-leak
https://motherboard.vice.com/en_us/article/43z93g/hackers-hid-android-malware-in-google-play-store-exodus-esurv
https://www.bbc.com/news/technology-47800000
https://nakedsecurity.sophos.com/2019/04/01/russia-accused-of-massive-gps-spoofing-campaign/
https://lukasstefanko.com/2019/04/android-security-monthly-recap-march-2019.html
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