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Hey hackers! These are our favorite resources shared by pentesters and bug hunters last week.

This issue covers the week from 22 to 29 of March.

Our favorite 5 hacking items

1. Tip of the week

“Bugbounty scope expanding”

This paste presents a set of recon steps to expand your bug bounty scope. All of them are well known and
documented in most articles on recon, except one which | haven't seen anywhere before:

Once you have a first list of subdomains (using scraping or bruteforce), split them up to build a new list of
subdomains to test for.

For example, let’s say you first found:
e test.dev.xyz123123ccc.com
e cc.prod.xyz123123ccc.com
The new subdomains to try are:
e dev.xyz123123ccc.com
e prod.xyz123123ccc.com

It's a simple idea but might allow you to find new “hidden” subdomains. It is very similar to what Altdns

does, but I'm not sure splitting up subdomains like this is included in this tool.

2. Writeup of the week

: “IDOR on Yahoo ($5,000)"

Wow, $5,000 for such a simple bug! But the difficulty was thinking about this test...

@JohnH4XO00R saw a GET request to
/ws/v3/users/fziydwzxrd1kdqwsgumu2v2qymynzatékclgpwmc/items.

The part in bold was obviously encrypted and he had the feeling that it was his username. So, get this, he
replaced it with his unencrypted username (/ws/v3/users/yahoo-username/items) and got a successful
response containing his own notes.

Then, he replayed the same request and replaced his plain username with another account’s username,

and also got a successful response with the other account’s notes.


https://pastebin.com/BBUgz5U5
https://medium.com/h4x00r/my-very-first-bug-a-dreaded-dupe-and-then-an-idor-jackpot-d01b69f6fbae
https://www.intigriti.com/

This is a classic IDOR, but the genius of this bug was in completely bypassing encryption by replacing the

encrypted string with its plain value.

3. Tool of the week

“CommandoVM & Introduction”

Finally a Windows-based distribution for pentesters! This is the equivalent of Kali Linux for Windows
users. It includes many tools (more than 140) for all kinds of tests.

This will be handy if you prefer Windows or if, for some reason, you have to use Windows for a pentest. It
happened to me on one or two missions: we had to use a Windows VPN client to remotely access the
client’s internal network. And | didn't have the time to install all tools and prepare a proper Windows

attacking environment. This VM would have been really helpful!

4. Slides of the week

: “How to win big - Several Interesting Examples of Exploiting Financial & Gambling Apps”

I would love to see the recording of this OWASP talk! But the slides by themselves are self-explanatory
and provide some ideas for testing financial apps and games.
These are examples of how to abuse an app’s logic flow and play with parameters to bypass or

manipulate payment, always win against a slot machine, etc.

5. Tutorial of the week

“Abusing CORS (Improper Origin Validation)”

This is an excellent tutorial if you want to learn about exploiting CORS.

Four pratical examples are given to understand what to do when access is granted to: any domain, the
subdomain, the scheme, or when the “null” origin is used.

Also included are: external references, steps for exploiting each scenario, an exploitation payload, and

how to set up a MiTM environment to exploit an unvalidated origin scheme.

Other amazing things we stumbled upon this
week

Videos

e How to get invited to bug bounty live hack events!

e Hacker101 - iOS Quickstart

e Excel: CSV Injection

e Zero to Hero Pentesting: Episode 2 - Python 101



https://github.com/fireeye/commando-vm
https://www.fireeye.com/blog/threat-research/2019/03/commando-vm-windows-offensive-distribution.html
https://www.slideshare.net/SoroushDalili/how-to-win-big-several-interesting-examples-of-exploiting-financial-gambling-apps
https://root4loot.com/post/abusing_cors_origin/
https://www.youtube.com/watch?v=ilX7luRV3Rw&feature=youtu.be
https://www.youtube.com/watch?v=c4M8sd9lcFU
https://www.youtube.com/watch?v=NmtsyWixoo4
https://www.youtube.com/watch?v=egg-GoT5iVk

Podcasts

e Security Now 707: Tesla, Pwned

e Absolute AppSec Episode #52 - Serialization Vulns, Career Growth, and Hacking your Happiness

with Chris Gates / @carnalOwnage

e 7MS #354: Tales of Internal Pentest Pwnage - Part 2

e 7MS #355: Mousejacking!

e The Many Hats Club Ep. 36, Scared already? You ain’t heard nothing yet (with Thugcrowd)

e The Many Hats Club Ep. 37, Snow in Summer and being a Social Engineer (with Snow)

e Building a Community of Hackers with Ted Kramer

o Ep.#18, Collaborative Security with HackerOne's Marten Mickos

e Application Security Podcast: Georgia Weidman — Mobile, 10T, and Pen Testing

e Smashing Security 121: Hijacked motel rooms, ASUS PCs, and leaky apps

e Paul's Security Weekly #599 - OceanLotus, Russia, & Google

Webinars & Webcasts

¢ Intel Techniques OSINT Webinar

Conferences

e 44con 2018 new videos:

e Automating myself out of a job: A pentesters guide to left shifting security testing

e So You Want to Red Team?

e For the Love of Money: Finding and exploiting vulnerabilities in mobile point of sales systems

Slides only

e Black Hat Asia 2019 presentation materials, especially:

e Make Redirection Evil Again - URL Parser Issues in OAuth
e Who Left Open the Cookie Jar?

e Automated REST API Endpoint Identification for Security Testing at Scale: How Machine

Learning Accelerates Security Testing

e Preloading Insecurity In Your Electron

e DevSecOps: What, Why and How


https://www.youtube.com/watch?v=sIyKep7jBcA
https://www.youtube.com/watch?v=4Pw_BJciR5o
https://www.youtube.com/watch?v=4Pw_BJciR5o
https://7ms.us/7ms-354-tales-of-internal-pentest-pwnage-part-2/
https://7ms.us/7ms-355-mousejacking/
https://themanyhats.club/podcast/ep-35-scared-already-you-aint-heard-nothing-yet-with-thugcrowd/
https://themanyhats.club/podcast/ep-37-snow-in-summer-and-being-a-social-engineer-with-snow/
https://anchor.fm/hackerculturefm/episodes/Building-a-Community-of-Hackers-with-Ted-Kramer-e3i5mi
https://www.heavybit.com/library/podcasts/the-secure-developer/ep-18-collaborative-security-with-hackerones-marten-mickos/
https://securityjourney.com/blog/georgia-weidman-mobile-iot-and-pen-testing/
https://www.smashingsecurity.com/121
https://nakedsecurity.sophos.com/2019/03/27/ep-025-business-email-compromise-and-iot-surprises-podcast/
https://www.youtube.com/watch?v=w0WdHckgwOQ
https://inteltechniques.com/webinar.html
https://www.youtube.com/watch?v=HkuO_gadyCk&feature=youtu.be
https://www.youtube.com/watch?v=iYf8Xs3cjKM
https://www.youtube.com/watch?v=mCap91HXQ4Y
https://www.blackhat.com/asia-19/briefings/schedule/index.html
https://www.blackhat.com/asia-19/briefings/schedule/#make-redirection-evil-again---url-parser-issues-in-oauth-13704
https://www.blackhat.com/asia-19/briefings/schedule/#who-left-open-the-cookie-jar-13805
https://www.blackhat.com/asia-19/briefings/schedule/#automated-rest-api-endpoint-identification-for-security-testing-at-scale-how-machine-learning-accelerates-security-testing-13740
https://www.blackhat.com/asia-19/briefings/schedule/#automated-rest-api-endpoint-identification-for-security-testing-at-scale-how-machine-learning-accelerates-security-testing-13740
https://www.blackhat.com/asia-19/briefings/schedule/#preloading-insecurity-in-your-electron-13756
https://www.blackhat.com/asia-19/briefings/schedule/#devsecops-what-why-and-how-14754

e MS Office in Wonderland

e CQTools: The New Ultimate Hacking Toolkit

e Betrayed by the Android Ul

e AWS Security Assessment

e Weaponized WiFi Attack Tool & Demo

e Getting root with benign app store apps

e A Post-Exploitation_tale in real life / Fud WMI for lateral movement (PoC)

¢ Riding the lightning: iLO4&5 BMC security wrap-up

Tutorials

Medium to advanced

e lLeveraging Exposed WADL XML in Burp Suite

e Did You Order a SQL Injection?

e Weaponising AngularJS Sandbox Bypasses

e How to audit AWS IAM and resource policies

¢ Running your Own Passive DNS Service

e Open WiFi Credential Harvesting - 10T Edition

e Metasploit Basics for Hackers, Part 24: The New Evasion Modules in Metasploit 5

e Playing with TLS-Attacker

e Meterpreter Payload Delivery using DNS AXFR PoC

e MacOS Red Teaming 202: Profiles

e Setting malicious Outlook configurations through EWS & EWSToolkit

Beginners corner

e How to Find Subdomains (And Why You Should)

e The Case of the Missing APl Docs

e Using Wireshark: Identifying Hosts and Users

e Cracking Microsoft Excel Documents using John The Ripper

e Understanding Android OS Architecture



https://i.blackhat.com/asia-19/Thu-March-28/bh-asia-Hegt-MS-Office-in-Wonderland.pdf
https://www.blackhat.com/asia-19/briefings/schedule/#cqtools-the-new-ultimate-hacking-toolkit-14425
https://docs.google.com/presentation/d/1Ya2BThnbkXzAtXR3zh9SAiLAZ_mC3nYt8Zxm-KAIqZ4/mobilepresent#slide=id.p
https://speakerdeck.com/c0d3xpl0it/aws-security-assessment
https://github.com/zjlywjh001/CanSecWest19
https://www.youtube.com/watch?v=sR5e78YdHu8
https://www.slideshare.net/CsabaFitzl/getting-root-with-benign-app-store-apps
https://github.com/kmkz/PowerShell/tree/master/BsidesDublin-2019
https://airbus-seclab.github.io/ilo/INSOMNIHACK2019-Slides-Riding_the_lightning_iLO4_5_BMC_security_wrapup-perigaud-gazet-czarny.pdf
https://www.nopsec.com/leveraging-exposed-wadl-xml-in-burp-suite/
https://www.nccgroup.trust/us/about-us/newsroom-and-events/blog/2019/march/did-you-order-a-sql-injection/
https://medium.com/redteam/weaponising-angularjs-bypasses-4e59790a730a
https://summitroute.com/blog/2019/03/26/how_to_audit_aws_iam_and_resource_policies/
https://isc.sans.edu/forums/diary/Running+your+Own+Passive+DNS+Service/24784/
https://hackernoon.com/open-wifi-credential-harvesting-iot-edition-cf541fcefb95
https://www.hackers-arise.com/single-post/2019/03/27/Metasploit-Basics-for-Hackers-Part-24-The-New-Evasion-Modules-in-Metasploit-5
https://web-in-security.blogspot.com/2019/03/playing-with-tls-attacker.html
https://www.cyberguider.com/bypassing-av-cat-vs-mouse/
https://www.defensive-security.com/blog/meterpreter-payload-delivery-using-dns-axfr-poc
http://lockboxx.blogspot.com/2019/03/macos-red-teaming-202-profiles.html
https://rastamouse.me/2019/03/ews-installapp/
https://github.com/rasta-mouse/EWSToolkit
https://medium.com/@katerinaborodina/how-to-find-subdomains-and-why-you-should-5a8e23744db6
https://nvisium.com/blog/2019/03/21/the-case-of-the-missing-api-docs.html
https://unit42.paloaltonetworks.com/using-wireshark-identifying-hosts-and-users/
https://www.andreafortuna.org/2019/03/20/cracking-microsoft-excel-documents-using-john-the-ripper/
http://blog.securelayer7.net/understanding-android-os-architecture/

e Setting up an Android Pentesting Environment

e Drozer! The Game changer tool for android pentesting

e Recon-NG How-To |, Part Il & Part 1l

e Network Basics for Hackers: Simple Network Management Protocol (SNMP) Theory,

Reconnaissance and Exploitation

e PowerShell for Pentesters, Part 5: Remoting With PowerShell

Writeups

Challenge writeups

e Automating Discovery and Exploiting DOM (Client) XSS Vulnerabilities using Sboxr — Part 1, Part 2
& Part 3

e 350 million CTF writeups

e by @reefbr

e by @ajxchapman & Script developed to solve it

e by @abdilahrf

e by Dominic

e Zixem SQLi challenges & Solutions

e Write-up: OWASP Juice Shop Challenges (v2.19.1)

Responsible disclosure writeups

e Cisco RV320 Command Injection: RCE in Cisco routers patched by blocking requests with the *curl*

user-agent... because the company that disclosed it gave a PoC using curl!

e Magento 2.2.0 <= 2.3.0 Unauthenticated SQLi

e Zero-Day Stored XSS in Social Warfare

e Disclosure of Origin IP of The Exploits Trading Platform Oday.today

e Icmp-reachable

e Remote command injection through an endpoint security product

e (0-days) ENTTEC Lighting Controllers Vulnerabilities

e R7-2018-43: Username Enumeration in Okta SSO Del Auth through Response Timing

Bug bounty writeups

e DoS on Paypal ($3,200)

e DoS on Twitter ($1,120)


http://blog.securelayer7.net/setting-up-an-android-pentesting-environment/
http://blog.securelayer7.net/drozer-the-game-changer-tool-for-android-pentesting/
https://medium.com/hacker-toolbelt/recon-ng-how-to-i-61c866919bcb
https://medium.com/hacker-toolbelt/recon-ng-how-to-ii-986a82d47dc3
https://medium.com/hacker-toolbelt/recon-ng-how-to-iii-bf42b6fbc82b
https://www.hackers-arise.com/single-post/2019/03/23/Network-Basics-for-Hackers-Simple-Network-Management-Protocol-SNMP-Theory-Reconnaissance-and-Exploitation
https://www.hackers-arise.com/single-post/2019/03/23/Network-Basics-for-Hackers-Simple-Network-Management-Protocol-SNMP-Theory-Reconnaissance-and-Exploitation
https://resources.infosecinstitute.com/powershell-for-pentesters-part-5-remoting-with-powershell/
https://blog.appsecco.com/automating-discovery-and-exploiting-dom-client-xss-vulnerabilities-using-sboxr-part-1-2e55c120c9e1
https://blog.appsecco.com/automating-discovery-and-exploiting-dom-client-xss-vulnerabilities-using-sboxr-part-2-3b5c494148e0
https://blog.appsecco.com/automating-discovery-and-exploiting-dom-client-xss-vulnerabilities-using-sboxr-part-3-2ea910dfb429)fhttps://abdilahrf.github.io/hackerone/h1-702/writeup-hackerone-50m-ctf-h1-702
https://github.com/manoelt/50M_CTF_Writeup/blob/master/README.md
https://ajxchapman.github.io/security/2019/03/26/h1-702-ctf-2019.html
https://gist.github.com/ajxchapman/b7baca094e61ff120c44379029646b97
https://abdilahrf.github.io/hackerone/h1-702/writeup-hackerone-50m-ctf-h1-702
https://dee-see.github.io/hackerone/ctf/2019/03/28/yet-another-50m-ctf-writeup.html
http://www.zixem.altervista.org/SQLi/
https://medium.com/@kamransaifullah786/comprehensive-zixem-sqli-challenges-solutions-2019-fb1830da2dba
https://github.com/apox64/OWASP-Juice-Shop-Write-Up/blob/master/juice-shop-writeup.md
https://www.redteam-pentesting.de/en/advisories/rt-sa-2019-005/-cisco-rv320-command-injection
https://www.ambionics.io/blog/magento-sqli
https://blog.sucuri.net/2019/03/zero-day-stored-xss-in-social-warfare.html
https://www.secjuice.com/disclosure-of-origin-ip-of-0-day-today-market/
https://www.synacktiv.com/posts/systems/icmp-reachable.html
https://www.pentestpartners.com/security-blog/remote-command-injection-through-an-endpoint-security-product/
https://www.mogozobo.com/?p=3476
https://blog.rapid7.com/2019/03/28/r7-2018-43-username-enumeration-in-okta-sso-del-auth-through-response-timing/
https://blog.usejournal.com/an-unusal-bug-on-braintree-paypal-b8d3ec662414
https://www.seekurity.com/blog/general/twitter-denial-of-service-bug-or-how-i-could-prevent-all-followers-from-reading-or-accessing-literally-any-tweets/

Stored XSS on Dota 2 (video game client) ($750)

Stored XSS on Google

Link poisoning on TTS Bug Bounty ($150)

Privacy violation on Semmle ($100)

See more writeups on The list of bug bounty writeups.

Tools

If you don't have time

HTTP Request Translator: Translate curl commands or HTTP/Json requests to Python Requests code
or JSON

Find Security Bugs: The SpotBugs plugin for security audits of Java web applications and Android

applications. (Also work with Groovy and Scala projects

SSRFTest: Tool by @daeken to greatly simplify exploitation of SSRF bugs, including automatic AWS

credential pulling where possible + Some open issues if you want to contribute to this open source

project

Shodan Monitor: Setup network alerts for specific networks or IPs & get a notification when
something new shows up

More tools,_if you have time

Black Hat Asia 2019 - Arsenal, including:

e Mallet: A framework for creating proxies for arbitrary protocols, along similar lines to the familiar

intercepting web proxies, just more generic

identify occurrence of search terms configured & send email notifications
e MAQTT-PWN: Framework for loT pentesting (specifically attacking/exploiting the MQTT protocol

e Nmp-scan: An extensible, heuristic-based vulnerability scanning tool for installed npm packages
(to detect malicious code

Shodan client: Node.js/JavaScript Library for accessing the new Shodan API

Shodmon: Monitor shodan listed servers based on the filter you provided & get email notifications
when something new pops up. Useful if you want to monitor more resources than what Shodan

Monitor (mentioned above) allows
Instantbox: Get a clean, ready-to-go Linux box in seconds
WordPress (<4.9.10, <5.0.4, <5.1.1) CSRF PoCs

Gofuzz: Aims to reproduce wfuzz's functionality and versatility. Based on gobuster

Linux Exploit Suggester 2: Next-Generation Linux Kernel Exploit Suggester



https://medium.com/@bughunter.sec7/stored-xss-in-the-guides-gameplayversion-www-dota2-com-775fa9a1889b
https://medium.com/@bughunter.sec7/stored-xss-on-google-com-e7ac12f03b8e
https://twitter.com/albinowax/status/1110243397409927170
https://hackerone.com/reports/386596
https://pentester.land/list-of-bug-bounty-writeups.html
https://ryan.govost.es/http-translator/
https://github.com/find-sec-bugs/find-sec-bugs
https://github.com/daeken/SSRFTest
https://github.com/daeken/SSRFTest/issues
https://twitter.com/shodanhq/status/1110634032306495488
https://www.blackhat.com/asia-19/arsenal/schedule/index.html
https://github.com/SensePost/Mallet
https://github.com/NaveenRudra/RTS
https://github.com/akamai-threat-research/mqtt-pwn
https://github.com/spaceraccoon/npm-scan
https://github.com/jesusprubio/shodan-client
https://github.com/inishantgrover/Shodmon
https://github.com/instantbox/instantbox
https://twitter.com/nickstadb/status/1111375368911355904
https://github.com/braaaax/gofuzz
https://github.com/jondonas/linux-exploit-suggester-2

e Dnssecchef: A DNS/DNSSEC interception proxy for penetration testers and security researchers
(based on DNSChef

e Knary: A simple HTTP(S) and DNS Canary bot with Slack/Discord/MS Teams & Pushover support

e Automated-pentest: Minimal docker container of Parrot OS for running an automated scan &

pentest report

e Get-AdDecodedPassword.psm1: a basic PowerShell script for decoding common passwords stored in

Active Directory properties. It's based on information found on Domain Goodness - How | Learned
to LOVE AD Explorer

e BloodHound-Tools: Miscellaneous tools for BloodHound

Misc. pentest & bug bounty resources

e So You Want to Red Team?

o XXE

e Recon cheatsheet

e Bug-Hunting-Tips/Tricks

e APIsecurity.io Issue 24: Unprotected APIs in implants, storing API secrets

e Bounty Hunters Discord server by Friendly @Skeletorkeys

e Pwnd Discord server by r3dx00

e |CS and loT Shodan Dork collection

e Vulncode-DB: A database for security vulnerabilities & corresponding source code

e OSCP Reviews Collection

e GSo0C2019 Ideas: Ideas for students interested in improving open source OWASP (security-related)

projects, as part of the Google Summer of Code 2019

e Soyou wanna be a pentester? Penetration testing resource guide

Challenges

Mobisec challs: CTF-like challenges related to mobile security

FliteCTF: Source code of HackerOx01 $50M CTF

@Blaklis_'s 1nsOmn1h4ck phuck3 and shophp challenges

Packetwars 2019 challenges


https://github.com/dinosec/dnssecchef
https://github.com/sudosammy/knary
https://github.com/vishnudxb/automated-pentest
https://github.com/NetSPI/PowerShell/blob/master/Get-AdDecodedPassword.psm1
https://www.blackhillsinfosec.com/domain-goodness-learned-love-ad-explorer/
https://www.blackhillsinfosec.com/domain-goodness-learned-love-ad-explorer/
https://github.com/BloodHoundAD/BloodHound-Tools
https://systemoverlord.com/2019/03/26/so-you-want-to-red-team.html%20Bugbounty%20scope%20expanding](https://pastebin.com/BBUgz5U5
https://phonexicum.github.io/infosec/xxe.html#dtd-attack-vectors
https://github.com/0xhelloworld/public/blob/master/recon%20cheatsheet
https://awesomeaakash.github.io/2019/03/24/Bug-Hunting-Tips/
https://apisecurity.io/issue-24-unprotected-apis-implants-storing-api-secrets/
https://twitter.com/Skeletorkeys/status/1110621398903476227
https://twitter.com/r3dx00/status/1111334589673295872
https://github.com/AustrianEnergyCERT/ICS_IoT_Shodan_Dorks
https://www.vulncode-db.com/
https://ctrsec.io/index.php/2019/03/22/oscp-reviews-collection/
https://www.owasp.org/index.php/GSoC2019_Ideas
https://www.bishopfox.com/download/8816/
https://challs.reyammer.io/
https://github.com/Hacker0x01/FliteCTF
https://twitter.com/Blaklis_/status/1110940013561184261
https://twitter.com/dennismantz/status/1109561890030714882

Articles

How Bad Can It Git? Characterizing Secret Leakage in Public GitHub Repositories

Introducing the Metasploit Development Diaries

Learn the flow of making tokens! #bugbounty

Android Runtime Restrictions Bypass blog post, Report

Paranoid Habits. Security Tips

Finding the silver lining in getting your teeth kicked in

How to Purge Google and Start Over - Part 1 & Part 2

Owning the Network with BadUSB & Presentation material

Embrace Rabbit Holes

News

Vulnerabilities

Zero-Day TP-Link SR20 Router Vulnerability Disclosed by Google Dev: TP-Link SR20 router 0-day
allows attackers to execute commands as root, no auth required

Hundreds of millions of UC Browser users for Android are threatened: UC Browser, downloaded by

over 500,000,000 Google Play users, is vulnerable to RCE via MiTM. Apps can download auxiliary

software modules, bypassing Google Play servers

Breaches

Toyota announces second security breach in the last five weeks

A family tracking app was leaking real-time location data: This one is Family Locator, not to confuse

with last week’s spying app also leaking data which was Mobiispy

Update now! WordPress hackers target Easy WP SMTP plugin

FEMA exposes personal data of 2.3m disaster victims

Hackers Hijacked ASUS Software Updates to Install Backdoors on Thousands of Computers:

Supply-chain attack dubbed “Operation ShadowHammer”. Only 600 MAC addresses were targetted.

Also Check if your device was targetted

Other news

Don't change your birth year to 2007 to Twitter or you'll be locked out

Firefox brings Lockbox password manager to Android’s autofill



https://nakedsecurity.sophos.com/2019/03/25/thousands-of-coders-are-leaving-their-crown-jewels-exposed-on-github/
https://blog.rapid7.com/2019/03/26/introducing-the-metasploit-development-diaries/
https://medium.com/@h3xz00m/learn-the-flow-of-making-tokens-bugbounty-9bad1e4cafb7
https://blog.quarkslab.com/android-runtime-restrictions-bypass.html
https://github.com/quarkslab/android-restriction-bypass/blob/master/report.pdf)%20&%20[PoC](https://github.com/quarkslab/android-restriction-bypass
https://pragmader.me/posts/tech/security/security-tips/#what-are-the-options-for-2fa
https://www.redsiege.com/blog/2019/03/finding-the-silver-lining-in-getting-your-teeth-kicked-in/
https://www.blackhillsinfosec.com/how-to-purge-google-and-start-over-part-1/
https://www.blackhillsinfosec.com/how-to-purge-google-and-start-over-part-2/
https://medium.com/tenable-techblog/owning-the-network-with-badusb-72daa45d1b00
https://github.com/tenable/router_badusb
https://medium.com/@darryn.ten/embrace-rabbit-holes-702aa47dbd29
https://www.bleepingcomputer.com/news/security/zero-day-tp-link-sr20-router-vulnerability-disclosed-by-google-dev/
https://news.drweb.com/show/?i=13176
https://www.zdnet.com/article/toyota-announces-second-security-breach-in-the-last-five-weeks/
https://twitter.com/zackwhittaker/status/1109534196287049728
https://nakedsecurity.sophos.com/2019/03/25/update-now-wordpress-hackers-target-easy-wp-smtp-plugin/
https://portswigger.net/daily-swig/fema-exposes-personal-data-of-2-3m-disaster-victims
https://motherboard.vice.com/en_us/article/pan9wn/hackers-hijacked-asus-software-updates-to-install-backdoors-on-thousands-of-computers
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e Spyware vendor defends hacking journalists, continues to embolden abusive governments

e Nmap used to discover IP camera in AirBnB rental - The Atlantic

e Preinstalled Android apps are harvesting and sharing your data

e NSA-Inspired Vulnerability Found in Huawei Laptops

Non technical

e How to prepare for a security engineer interview

e The Hunter Games

e Never Post A Picture Of Your Boarding Pass On Social Media

e Tips for a Successful Phishing Engagement

e 3 Stories Of Imposter Syndrome And How To Overcome It

e (Casino Screwup Royale: A tale of “ethical hacking” gone awry

e How to fully leverage your pentest

Tweeted this week

We created a collection of our favorite pentest & bug bounty related tweets shared this past week. You're
welcome to read them directly on Twitter: Tweets from 03/22/2019 to 03/29/2019.
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