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Bug Bytes #115 - Hacking Facebook &
Google's networks, H2C smuggling
revisited & Networking fundamentals

BY ANNA HAMMOND - MARCH 24, 2021 - LAST UPDATED ON MARCH 6, 2025

Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The first series is
curated by Mariem, better known as PentesterLand. Every week, she keeps us up to date with a
comprehensive list of write-ups, tools, tutorials and resources.

This issue covers the week from March 15 to 22.

Intigriti News

March XSS Challenge

Find the XSS vulnerability
& WIN Intigriti swag vouchers

TRY & WIN!

Intigriti's 0321 XSS challenge

Our favorite 5 hacking items

1. Writeups of the week

H2C Smuggling in the Wild & h2cSmuggler
How | hacked Facebook: Part Two (Facebook, $54,800)

@seanyeoh published amazing research on H2C smuggling. He built on Jake Miller's research on this
vulnerability and exploited it in cloud providers that were initially considered not vulnerable.

The second writeup is about a cool bug chain that allowed @alaa0x2 to access a Facebook employee’s
account and to compromise Facebook’s internal network. It involves SSRF, account takeover and cookie
manipulation.

2. Article of the week

How we found and fixed a rare race condition in our session handling

GitHub released details about an interesting bug they fixed. It's a race condition in their session handling
that caused users logged into github.com to randomly be authenticated as other users.
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https://challenge-0321.intigriti.io/
https://blog.assetnote.io/2021/03/18/h2c-smuggling/
https://github.com/assetnote/h2csmuggler
https://infosecwriteups.com/how-i-hacked-facebook-part-two-ffab96d57b19
https://twitter.com/seanyeoh
https://twitter.com/alaa0x2
https://github.blog/2021-03-18-how-we-found-and-fixed-a-rare-race-condition-in-our-session-handling/
https://www.intigriti.com/

3. Videos of the week

Hacking into Google's Network for $133,337
Networking Fundamentals & Slides

Two videos of very different flavors: The first one is @LiveOverflow interviewing @epereiralopez about
winning the 2020 Google Cloud Platform VRP Prize and the RCE that made it possible. So inspirational!

The second video is an excellent primer on networking fundamentals by @TomNomNom.

4. Tutorials of the week

Burp Suite - solving E-mail and SMS TAN multi-factor authentication with Hackvertor custom tags
Attack Surface Analysis - Part 2 - Custom Protocol Handlers

If you're not familiar with the Hackvector Burp extension, the first tutorial shows cool examples of its
usage and capabilities (e.g. how it helps automate MFA authentication).

In the second tutorial, @CryptoGangsta dives deep into the attack surface of custom protocol handlers.
It's an excellent read, packed with information for hackers interested in destop apps.

5. Resource of the week

Ways to alert(document.domain)

@TomNomNom shared this list of ~40 ways to execute alert(document.domain). It's old and somehow I'm

just finding out about it, but it's still very relevant for bypassing WAFs and regexes.

Other amazing things we stumbled upon this
week

Videos

e Hunting for bugs in GraphQL APIs (Demo) & Live GraphQL Q&A Session

e How to escape docker container?

e SQL Injection - Lab #3 SQLi UNION attack determining the number of columns returned by the
query

e ZAP Deep Dive: Report Generation

e WE GOT BREACHED! - An attack and defense scenario using custom Malware and Defender For
Endpoints!

e Watch Hackers Demonstrate a Ransomware Attack (ft. Kilian from SecurityFWD)

e LiveQL Episode 2 - The Rhino in the room

e SecuriTEA & Crumpets - Episode 3 - PwnFunction

Podcasts

e DAY[0] Episode 69 - Fast Fuzzing, Malicious Pull Requests, and Rust in my kernel?!
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https://www.youtube.com/watch?v=g-JgA1hvJzA
https://www.youtube.com/watch?v=9uebakqWlB0
https://tomnomnom.com/talks/networking.pdf
https://twitter.com/LiveOverflow
https://twitter.com/epereiralopez
https://twitter.com/TomNomNom
https://www.pentagrid.ch/en/blog/burp-suite-hackvertor-custom-tags-email-sms-tan-multi-factor-authentication/
https://parsiya.net/blog/2021-03-17-attack-surface-analysis-part-2-custom-protocol-handlers/
https://twitter.com/CryptoGangsta
https://gist.github.com/tomnomnom/14a918f707ef0685fdebd90545580309
https://twitter.com/TomNomNom
https://www.youtube.com/watch?v=viWzbPuGqpo
https://www.youtube.com/watch?v=DbFV24SuSSU
https://www.youtube.com/watch?v=_dhONyAk4es
https://www.youtube.com/watch?v=umXGHbEyW5I
https://www.youtube.com/watch?v=umXGHbEyW5I
https://www.youtube.com/watch?v=kD540gUWJ3I
https://www.youtube.com/watch?v=98vyYDq9hYY
https://www.youtube.com/watch?v=98vyYDq9hYY
https://www.youtube.com/watch?v=GQ-PFluWxYE
https://www.youtube.com/watch?v=wPqK-Ealz-0
https://www.youtube.com/watch?v=XWp1t9yKdpo
https://www.youtube.com/watch?v=zSmFYBU9UHA

What the FLoC? - Automatic Fix for Exchange Server Flaw, Firefox 87 Features, MyBB Patch

Webinars & Webcasts

Introduction to Wireless Penetration Testing

Conferences

PancakesCon

Tutorials

Make Burp Community feel a little more like Burp Professional

authorized keys File Format

The most common on premises vulnerabilities & misconfigurations

Deserialization vulnerability

Anatomy of the Session Management Tests & Session Management All-In-One

Android reverse engineering for beginners - Dexcalibur

Paving The Way To DA - Complete Post (Pt 1,2 & 3)

Writeups

Challenge writeups

CTFSecurinets Quals 2021 Writeup

Pentest writeups

From TikiWiki to Domain Admin - Journey to pwning a company

Responsible(ish) disclosure writeups

F5 Discloses Eight Vulnerabilities—Including Four Critical Ones—in BIG-IP Systems & wvu-r7’'s
assessment of CVE-2021-22986 #Web

DuckDuckGo Privacy Essentials vulnerabilities: Insecure communication and Universal XSS #Web

Hack the Stack with LocalStack: Code Vulnerabilities Explained #Web

[CVE-2021-28379] Abusing file uploads to get an SSH backdoor #Web

All my Intune users could become Local Administrators and it's a Feature? #Cloud #LPE

MyBB Remote Code Execution Chain #Web

Exploiting remote DoS vulnerability in my not-so-smart TV #loT
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https://www.youtube.com/watch?v=nPcwvDpMMFY
https://www.youtube.com/watch?v=ZXLhlHkxGJc&t=1680s
https://www.youtube.com/playlist?list=PLe93Pz9B0NKMUPLFLfcHjpWxyJLFRcevf
https://hacksplained.it/blog/make-more-out-of-burp-community/
https://0xda.de/blog/2021/03/authorized_keys-file-format/
https://s3cur3th1ssh1t.github.io/The-most-common-on-premise-vulnerabilities-and-misconfigurations/
https://www.exploit-db.com/docs/english/44756-deserialization-vulnerability.pdf
https://blog.cobalt.io/anatomy-of-the-session-management-tests-2ac591140c53
https://www.youtube.com/watch?v=9bYTILiCtbk
https://braincoke.fr/blog/2021/03/android-reverse-engineering-for-beginners-dexcalibur/#about-dexcalibur
https://blog.zsec.uk/paving-2-da-wholeset/
https://github.com/mohamedaymenkarmous/CTF/tree/master/CTFSecurinetsQuals2021#hack-the-empire
https://www.mannulinux.org/2021/03/from-tikiwiki-to-domain-admin-journey.html
https://blog.rapid7.com/2021/03/18/f5-discloses-eight-vulnerabilities-including-four-critical-ones-in-big-ip-systems/
https://attackerkb.com/topics/J6pWeg5saG/k03009991-icontrol-rest-unauthenticated-remote-command-execution-vulnerability-cve-2021-22986
https://attackerkb.com/topics/J6pWeg5saG/k03009991-icontrol-rest-unauthenticated-remote-command-execution-vulnerability-cve-2021-22986
https://palant.info/2021/03/15/duckduckgo-privacy-essentials-vulnerabilities-insecure-communication-and-universal-xss/
https://blog.sonarsource.com/hack-the-stack-with-localstack
https://blog.fadyothman.com/cve-2021-28379-gaining-rce-via-ssh-backdoor-in-vestacp/
https://zxsecurity.co.nz/research/all-my-intune-users-are-local-administrators/
https://blog.sonarsource.com/mybb-remote-code-execution-chain
https://vavkamil.cz/2021/03/11/exploiting-remote-dos-vulnerability-in-my-not-so-smart-tv/

Bug bounty writeups

e Abusing Data Protection Laws For DOxing & Account Takeovers

e Stealing arbitrary GitHub Actions secrets (GitHub, $25,000)

e TikTok for Android 1-Click RCE (TikTok)

e How to Harpon Big Blue! (IBM)

e An Interesting Account Takeover!!

e Dangling DNS: Worksites.net

e CVE-2021-27076: A Replay-style Deserialization Attack Against Sharepoint

e How I made it to Google HOF? (Gogole, $1,000)

See more writeups on The list of bug bounty writeups.

Tools
e normal.py: Find unicode codepoints to use in normalisation and transformation attacks
e UnChain: A tool to find redirection chains in multiple URLs

e gitlab-unauth-parser & Intro: Parses unauthenticated Gitlab APIs for users, repos, groups and
secrets

e xeuledoc: Fetch information about a public Google document
e Spectroscope: Chrome extension that helps search for endpoints potentially vulnerable to Spectre

e nlList: An nmap script to produce target lists for use with various tools

Tips & Tweets

e Found a private SSH key and want to know whose it is?

e Hiding a ZIP archive or MP3 files in PNG images

o File upload encoded hash trick

e Get avery good subdomain list without any tool using GitHub DNS block listing

e How to execute a script on ssh login prior to your shell or command, even if you disable TTY
allocation!

e Query Shodan like it's a SQL database using a Steampipe integration

Misc. pentest & bug bounty resources

e HolyTips: Middlewares

e Odayfans.com
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https://hx01.me/Abusing_Data_Protection_Laws_For_D0xing_and_Account_Takeovers.pdf
https://blog.teddykatz.com/2021/03/17/github-actions-write-access.html
https://medium.com/@dPhoeniixx/tiktok-for-android-1-click-rce-240266e78105
https://clarkvoss.medium.com/how-to-harpon-big-blue-c163722638d8
https://mayank-01.medium.com/an-interesting-account-takeover-3a33f42d609d
https://blog.melbadry9.xyz/dangling-dns/xyz-services/ddns-worksites
https://www.thezdi.com/blog/2021/3/17/cve-2021-27076-a-replay-style-deserialization-attack-against-sharepoint
https://sudhanshur705.medium.com/how-i-made-it-to-google-hof-f1cec85fdb1b
https://pentester.land/list-of-bug-bounty-writeups.html
https://github.com/tehryanx/normal.py
https://github.com/redcode-labs/UnChain
https://github.com/ldionmarcil/gitlab-unauth-parser
https://twitter.com/ldionmarcil/status/1370052344562470922
https://github.com/Malfrats/xeuledoc
https://chrome.google.com/webstore/detail/spectroscope/idppnaadbabknjeaifkegolcciafchpp
https://github.com/nccgroup/nlist
https://twitter.com/justinsteven/status/1372800655480393736
https://twitter.com/David3141593/status/1371974874856587268
https://twitter.com/intigriti/status/1371454019533692930
https://twitter.com/omespino/status/1373067812642652161
https://twitter.com/0xdade/status/1373145566943711235
https://twitter.com/0xdade/status/1373145566943711235
https://twitter.com/shodanhq/status/1372962260830806019
https://github.com/HolyBugx/HolyTips/tree/main/Middlewares
https://0dayfans.com/

Financial-grade API (FAPI)_1.0 final Specifications

Challenges

Intigriti's 0321 XSS challenge

ctf.thepa.in

Articles

GitLab: How we found and fixed a rare race condition in our session handling
Browser powered scanning.in Burp Suite

Bypass Strict Input Validation With Remove Prefix and Suffix Patterns & Challenge

Another approach to portable Javascript Spectre exploitation

Side channels in web browsers

Subdomain Takeover in AWS: making a PoC

Bug bounty & Pentest news

Google: Announcing the winners of the 2020 GCP VRP Prize

@bbuerhaus's launching $ziot coin, “an experimental hacker themed social coin that is backed by

What's new in Ffuf 1.3.0

Is Responder part of your pentest/red team workflow? It needs your support to continue existing!

Infosec Income Questionnaire v2

OWASP Top Ten 2021 survey.

HackerCon (March 27)

Non technical

Establishing asset ownership in vulnerability reporting

Hacker Rates 12 Hacking Scenes In Movies And TV |_How Real Is It? (video)

How To Make Remote Work Not Suck: The Bishop Fox WFH Guide
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https://openid.net/2021/03/12/fapi-1-0-part-1-and-part-2-are-now-final-specifications/
https://challenge-0321.intigriti.io/
https://ctf.thepa.in/index.html
https://twitter.com/shhnjk/status/1374044076048228359
https://github.blog/2021-03-18-how-we-found-and-fixed-a-rare-race-condition-in-our-session-handling/
https://portswigger.net/blog/browser-powered-scanning-in-burp-suite
https://www.secjuice.com/bypass-strict-input-validation-with-remove-suffix-and-prefix-pattern/
https://github.com/theMiddleBlue/challenge-bypass-input-validation
https://dougallj.wordpress.com/2021/03/16/another-approach-to-portable-javascript-spectre-exploitation/
https://blog.vwzq.net/2021/03/browser-side-channes/
https://godiego.tech/posts/STO-AWS/
https://security.googleblog.com/2021/03/announcing-winners-of-2020-gcp-vrp-prize.html
https://twitter.com/bbuerhaus/status/1373002232501780484
https://twitter.com/bbuerhaus/status/1373002232501780484
https://twitter.com/joohoi/status/1372292000125489162
https://www.patreon.com/PythonResponder
https://twitter.com/Sw4mp_f0x/status/1372582726511955972
https://twitter.com/OWASPTop10/status/1374374501694144533
https://www.hackingisnotacrime.org/events
https://disclose.substack.com/p/establishing-asset-ownership-in-vulnerability
https://www.youtube.com/watch?v=6BqpU4V0Ypk
https://labs.bishopfox.com/industry-blog/how-to-make-remote-work-not-suck

Community pick of the week

5 Sunil Yedla
@sunilyedla2
When you keep calm and hack this happens : ) Really

loved the Feedback | have received. Much needed wings
#redbull## @intigriti #BugBounty

@ swin changed the severity from Undecided to
13/03/2021, 00:34:51

@ swin [ company ]
13/03/2021, 00:35:58
Hi sunil797,

many thanks for this special report ). Seems like | need some time to prepare proper internal communication for this as
even I needed to read it a few times to understand more or less what is going on here :). Also thanks for the good detail
and aditional information you provided to triage (who are doing an amazing job by the way!)

We will accept this as high, which means three trays of Red Bull for you + 1 tray extra to honor your effor tfor the good
report- congratulation, you earned it!

1am really looking forward to the feedback | get from the respective team. I will keep you updated!
Have a great weekend,

swin

8:24 PM - Mar 12, 2021 - Twitter Web App

Well done, @sunilyedla2! Continue keeping calm and hacking, it suits you

Want to share your bug bounty wins, swag and joys with other Bug Bytes readers? Tag us on social media,
we'd love to hear from you too!

REQUEST A DEMO VISIT THE WEBSITE GET IN TOUCH
intigriti.com/demo intigriti.com hello@intigriti.com

© Intigriti


https://twitter.com/sunilyedla2
https://www.intigriti.com/demo
https://www.intigriti.com/
mailto:hello@intigriti.com

