
Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The first series is

curated by Mariem, better known as PentesterLand. Every week, she keeps us up to date with a

comprehensive list of write-ups, tools, tutorials and resources.

This issue covers the week from March 8 to 15.

Intigriti News

Channeling the Wisdom of the Crowd: Talking with Intigriti’s Stijn Jans and Inti De Ceukelaire

Everything you need to know about the Exchange attacks frenzy, Verkada breach, F5 CVEs & Azure

threat

Bug Bytes #114 – Binary fuzzing for Web

vulnerabilities, Leaky page &

NahamCon2021
BY ANNA HAMMOND MARCH 17, 2021 LAST UPDATED ON MARCH 6, 2025
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https://securitytrails.com/blog/interview-intigriti
https://go.intigriti.com/securitysnacks-22
https://go.intigriti.com/securitysnacks-22
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Our favorite 5 hacking items

1. Article of the week

Finding Issues In Regular Expression Logic Using Differential Fuzzing

I think some of the most interesting attacks and research are at the intersection of different fields of

offensive security. This is a good example by @defparam. He shows how to use differential fuzzing to find

logic flaws in web-related regular expressions.

2. Writeups of the week

Obtaining .NET Assemblies from Android Full AOT Compiled Applications

CVE-2020-29653: Stealing Froxlor login credentials using dangling markup

Messing with GitHub’s fork collaboration for fun and profit (GitHub, $30,000)

The first writeup shows a method for extracting assemblies from Android applications compiled with

AOT. It might be useful to know for a future mobile engagement.

The second writeup shows a useful technique to remember when you find a HTML injection and want to

increase its impact because XSS just isn’t possible.

Lastly, @not_an_aardvark found some pretty serious broken access control issues on GitHub. It’s a very

interesting writeup on GitHub’s fork collaboration feature.

3. Vulnerability of the week

leaky.page & A Spectre proof-of-concept for a Spectre-proof web

This is worrying research on Spectre by Google’s Security Team. They showed that it is a pratical attack

with a Proof of Concept site that can leak information from victims’ browser memory!

4. Tools of the week

Regexploit & Intro

wl

Regexploit is a Python tool that helps find regular expressions vulnerable to ReDoS. Judging from the list

of vulnerabilities @doyensec discovered using it, it seems very effective and worth a try.

Wl is @s0md3v‘s latest tool. It’s a Go utility that converts strings to different casing styles, which is so

handy for credentials bruteforce and content discovery.

5. Conference of the week

Main track

Learn To Hack, Choose A Target, ???, Get A Bounty

Amassive Leap in Host Discovery

Just Give me a Trial, Please

Hacking IIS
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https://defparam.medium.com/finding-issues-in-regular-expression-logic-using-differential-fuzzing-30d78d4cb1d5
https://twitter.com/defparam
https://www.lares.com/blog/pentesting-xamarin-aot-mobile-apps/
https://labs.detectify.com/2021/03/10/cve-2020-29653-stealing-froxlor-login-credentials-dangling-markup/
https://blog.teddykatz.com/2021/03/10/fork-collab-abuse.html
https://twitter.com/not_an_aardvark
https://leaky.page/
https://security.googleblog.com/2021/03/a-spectre-proof-of-concept-for-spectre.html
https://github.com/doyensec/regexploit
https://blog.doyensec.com/2021/03/11/regexploit.html
https://github.com/s0md3v/dump/tree/master/wl
https://twitter.com/doyensec
https://twitter.com/s0md3v/status/1370755625823604737
https://cdn.discordapp.com/attachments/816478406501728318/820731361987264532/insiderphd_nahamcon_slides.pdf
https://twitter.com/itsecurityguard/status/1371162418915766274
https://samcurry.net/wp-content/uploads/2021/03/Just-give-me-a-trial-please.pdf
https://drive.google.com/file/d/1O0IARjqP4Pwa-ae1nAP8Nr9qb0ai2XPu/view


Recon Village

ffuf scripts and tricks

Building Faster Than Light Reconnaissance

Kickstart your reconnaissance with BBRF & bbrf-agents

Introduction to Axiom – The Dynamic Infrastructure Framework for Everybody! & Slides / demo

Introducing dooked

NahamCON 2021: Red Team Village & Slides:

xsstools

Learning How to Reverse Engineer an Android App

Exploiting Layer 3 and Beyond (Lab)& VyOS 1.1.8 ISO

Atomic Red Team: Hands-on Getting Started Guide

Wasn’t NahamCon fantastic? I love a good offensive security conference! Since the main track and villages

were happenning at the same time, you might’ve missed interesting talks. So, here’s the list of all

NahamCon talks and slides I found public if you want to catch up.

Other amazing things we stumbled upon this

week

Videos

[PYTHON] Differential Fuzzing to find logic bugs inside Python email validators (Atheris)

How to Use X11 Forwarding on Windows or Linux

You Do (Not) Understand Kerberos & Slides

Alfred WebApp Payloads Demo (XSS & Reverse Shell Payloads!) (cool idea for MacOS users)

SQL Injection – Lab #2 SQL injection vulnerability allowing login bypass

Python Dependency Confusion (Demystified) & Blog post

Browser Security – Part one : My Interview with Abdulrahman Alqabandi @qab @microsoft & Part

two

Podcasts

DAY[0] Episode 68 – Hacking Cameras, Stealing Logins, and Breaking Git

Pentester Diaries Ep1: Understanding Business Logic

ProxyLogon – New Chrome 0-Day, Patch Tuesday Redux, Spectre Comes to Chrome

Darknet Diaries Ep 87: Guild of the Grumpy Old Hackers
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https://www.youtube.com/watch?v=uwcRBSUl8e4
https://www.youtube.com/watch?v=2IjmZQyuqqA
https://drive.google.com/file/d/1dhRxDnxzTZ-sxFTX2v_D3j7rQTlTdnI0/view
https://github.com/honoki/bbrf-agents
https://www.youtube.com/watch?v=t-FCvQK2Y88
https://github.com/pry0cc/nahamcon-axiom-demo-2021
https://www.twitch.tv/codingo_
https://www.youtube.com/playlist?list=PLruly0ngXhPG6GPFSft4FyEuTEh2P8WdQ
https://github.com/yeswehack/xsstools
https://sourceforge.net/projects/introandroidsecurity/
https://drive.google.com/file/d/1oo3o_jOT1g3u2ZhjXno6xwsAqW4p0E_o/view
https://support.vyos.io/en/downloads/files/vyos-1-1-8-iso
https://onedrive.live.com/view.aspx?resid=5EFC811CDEC9D7F0!6216&ithint=file%2cpptx&authkey=!AANUEzkBpQn2HKU
https://www.youtube.com/watch?v=6x_V6TyCugs
https://www.youtube.com/watch?v=FlHVuA_98SA
https://www.youtube.com/watch?v=4LDpb1R3Ghg
https://attl4s.github.io/
https://www.youtube.com/watch?v=7MyfQHABrGA
https://www.youtube.com/watch?v=fMPvCyD2v4w
https://www.youtube.com/watch?v=NNB2m0Tjy74
https://hacksplained.it/blog/python-dependency-confusion/
https://www.youtube.com/watch?v=fNhRaRSyADc
https://www.youtube.com/watch?v=oNG2oqhHNqI
https://www.youtube.com/watch?v=oNG2oqhHNqI
https://www.youtube.com/watch?v=Wx8rquu2GKA
https://blog.cobalt.io/pentester-diaries-ep1-understanding-business-logic-678ee5777586
https://www.youtube.com/watch?v=UMrqoxHtJZA
https://darknetdiaries.com/episode/87/


Webinars & Webcasts

Red Team Village – IPv6 Security Workshop

Conferences

How Bad Can Clicking a Link Be? Getting Shells From Javascript, Offensive JS: BSidesSF2021

Tutorials

Encoding Mutations: A Base64 Case Study

Creating a Red & Blue Team Homelab

How To Regex: A Practical Guide To Regular Expressions (Regex) For Hackers

Writing Basic Offensive Tooling in Nim

Writeups

Responsible(ish) disclosure writeups

CVE-2021-27927: CSRF to RCE Chain in Zabbix #Web

Exploiting HTTP Request Smuggling (TE.CL)— XSS to website takeover #Web

How we could have listened to anyone’s call recordings #iOS

CVE-2020-5377: Dell OpenManage Server Administrator File Read #Web

SSD Advisory – GNU GRUB Command Injection #Linux #LPE

Technical Advisory: Dell SupportAssist Local Privilege Escalation (CVE-2021-21518) #Windows #LPE

Bug bounty writeups

Malicious repositories can execute remote code while cloning (GitHub)

[Google VRP] How I Get Blind XSS At Google With Dork (First Bounty and HOF ) (Google, $3,133.70)

Facebook Group Members Disclosure. (Facebook, $9,000)

Finding keys under the door (Paytm)

Voice Confusion When Commenting On Watch Party (Facebook, $1,000)

See more writeups on The list of bug bounty writeups.

Tools

ZAP Automation Framework: ZAP add-on that provides a framework for automation

go-dork & Dorking on Steroids: Fast dork scanner written in Go
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https://www.youtube.com/watch?v=FppO4b1Ur-k&list=PLruly0ngXhPEfra-1yCJXGax-7hqYcaE4&index=2
https://www.youtube.com/watch?v=gO1XKE2QpHg
https://n0.lol/encmute/
https://hausec.com/2021/03/04/creating-a-red-blue-team-home-lab/
https://www.bugcrowd.com/blog/how-to-regex-a-practical-guide-to-regular-expressions-regex-for-hackers/
https://trustfoundry.net/writing-basic-offensive-tooling-in-nim/
https://www.horizon3.ai/disclosures/zabbix-csrf-to-rce
https://infosecwriteups.com/exploiting-http-request-smuggling-te-cl-xss-to-website-takeover-c0fc634a661b
https://www.pingsafe.ai/blog/how-we-could-have-listened-to-anyones-call-recordings?=7194ef805fa2d04b0f7e8c9521f97343.
https://rhinosecuritylabs.com/research/cve-2020-5377-dell-openmanage-server-administrator-file-read/
https://ssd-disclosure.com/ssd-advisory-gnu-grub-command-injection/
https://research.nccgroup.com/2021/03/10/technical-advisory-dell-supportassist-local-privilege-escalation-cve-202-21518/
https://github.com/git/git/security/advisories/GHSA-8prw-h3cq-mghm
https://apapedulimu.click/google-vrp-how-i-get-blind-xss-at-google-with-dork-first-bounty-and-hof/
https://spongebhav.medium.com/facebook-group-members-disclosure-e53eb83df39e
https://naveenprakaasam.medium.com/finding-keys-under-the-door-5cea8758ce86
https://www.pantaprakash.com.np/posts/categories/bugbounty-writeup/5.html
https://pentester.land/list-of-bug-bounty-writeups.html
https://www.zaproxy.org/docs/desktop/addons/automation-framework/
https://github.com/dwisiswant0/go-dork
https://hazanasec.github.io/2021-03-11-Dorking-on-Steriods/


jsmonitor.py: JavaScript files monitor

SerialDetector & Intro: A proof-of-concept tool for detection and exploitation Object Injection

Vulnerabilities in .NET applications

Vajra & Intro: A highly customizable target and scope based automated web hacking framework (with

GUI @ a CouchDB database)

Tips & Tweets

Decompiling a large list of DLL files back to source code

XSS WAF bypass by adding JS comments between a function name and its arguments

Pentest tales by @plaverty9 and @ippsec

PostgreSQL Injection tricks

Burp extensions keep being disabled? Quitting Burp using �+q might be the cause!

Misc. pentest & bug bounty resources

@defparam’s JSON/Structure aware fuzzer for turbo intruder & Turbo Intruder Cluster Bomb with

Smart Filtering

Bugcrowd Tip Jar

secure-cookie.io

Hacking the Cloud

The Best Ethical Hacking Tools of 2021 (and their basic usage)

Uncle Rat’s ultimate bug bounty guide (50% off until March 20)

Challenges

@theXSSrat Free labs

Articles

API Scanning with Burp Suite

Post-Spectre Web Development (W3C Editor’s Draft)

Github Actions and the threat of malicious pull requests

The Battle Between White Box And Black Box Bug Hunting In Wireless Routers

Phishing Users to Take a Test
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https://github.com/m4ll0k/Bug-Bounty-Toolz/blob/master/jsmonitor.py
https://github.com/yuske/SerialDetector
https://portswigger.net/daily-swig/open-source-tool-serialdetector-speeds-up-discovery-of-net-deserialization-bugs
https://github.com/r3curs1v3-pr0xy/vajra
https://hackwithproxy.medium.com/introducing-vajra-an-advanced-web-hacking-framework-bd8307a01aa8
https://twitter.com/infosec_au/status/1370890650174906370
https://twitter.com/ldionmarcil/status/1371483758164119555
https://twitter.com/plaverty9/status/1368960812816216068
https://twitter.com/ippsec/status/1369309701050142720
https://twitter.com/SecurityMB/status/1371847049033973771
https://twitter.com/renniepak/status/1370407023783915520
https://twitter.com/defparam/status/1369668751847792640
https://twitter.com/defparam/status/1371847176377266194
https://twitter.com/defparam/status/1371847176377266194
https://github.com/bugcrowd/tipjar
https://secure-cookie.io/fundamental/
https://hackingthe.cloud/aws/
https://www.purevpn.com/blog/the-best-hacking-tools-of-2021/
https://thexssrat.podia.com/uncle-rat-s-ultimate-bug-bounty-guide?coupon=PREORDERLASTCHANCE
https://thexssrat.podia.com/free-labs
https://portswigger.net/blog/api-scanning-with-burp-suite
https://w3c.github.io/webappsec-post-spectre-webdev/
https://nathandavison.com/blog/github-actions-and-the-threat-of-malicious-pull-requests
https://www.zerodayinitiative.com/blog/2021/3/11/the-battle-between-white-box-and-black-box-bug-hunting-in-wireless-routers
https://www.mdsec.co.uk/2021/03/phishing-users-to-take-a-test/


Bug bounty & Pentest news

ZAP Report Competition

PancakesCon 2 (March 21)

null Ahmedabad Meet 21 March 2021 Monthly Meet Cancel Registration (March 21)

FuzzCon Europe (March 24)

Bitcoin exchange Sovryn launches record $1.25m bug bounty program

Updates on Shopify’s Bug Bounty Program

Inside the Bug Bounty Council at GitLab

Non technical

The Penetration Testing Guide I Wish I Had

Offensive Security Experienced Penetration Tester (OSEP) Review and Exam

Community pick of the week

Nice rig there, @plenumlab! We love it and hope it’ll help you find more cool bugs.

Want to share your bug bounty wins, swag and joys with other Bug Bytes readers? Tag us on social media,

we’d love to hear from you too!

REQUEST A DEMO

intigriti.com/demo

VISIT THE WEBSITE

intigriti.com

GET IN TOUCH

hello@intigriti.com

© Intigriti

https://www.zaproxy.org/blog/2021-03-12-report-competition/
https://pancakescon.com/attend/
https://null.community/events/784-ahmedabad-monthly-meet
https://www.fuzzcon.eu/
https://portswigger.net/daily-swig/bitcoin-exchange-sovryn-launches-record-1-25m-bug-bounty-program
https://shopify.engineering/shopify-bug-bounty-updates-2021
https://about.gitlab.com/blog/2021/03/16/how-we-apply-gitlab-values-to-our-bug-bounty-council-process/
https://resources.grahamhelton.com/articles/the-penetration-testing-guide-i-wish-i-read-in-the-beginning
https://spaceraccoon.dev/offensive-security-experienced-penetration-tester-osep-review-and-exam
https://www.intigriti.com/demo
https://www.intigriti.com/
mailto:hello@intigriti.com

