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Bug Bytes #113 - MS Exchange pre-auth
RCE, Burp Crawler demystified & SSO
security thesis

BY ANNA HAMMOND - MARCH 10, 2021 - LAST UPDATED ON MARCH 6, 2025

Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The first series is
curated by Mariem, better known as PentesterLand. Every week, she keeps us up to date with a

comprehensive list of write-ups, tools, tutorials and resources.

This issue covers the week from March 1 to 8.

Intigriti News

Spectre’s comeback, Exchange zero-days & Risky JSON parsing and Go packages

Our favorite 5 hacking items

1. Articles of the week

Web application cartography: mapping out Burp Suite’s crawler

Security and Privacy of Social Logins & Thesis

The first article is about the internals of Burp’s crawler. Whether you're a Burp user or interested in Web
crawling in general, it is fantastic to discover how it does its magic and overcomes challenges of modern

Web apps that make crawling them difficult.

The second article (or rather a brilliant series of three articles plus a full thesis!) are all about SSO security.
Louis Jannett analyzed real-world implementations of SSO (including Apple, Google, and Facebook SSO)

and shared common weaknesses and vulnerabilities found.

2. Writeup of the week

TryHackMe X HackerOne CTF WriteUp (Hacker Of The Hill)



https://go.intigriti.com/securitysnacks-21
https://portswigger.net/blog/web-application-cartography-mapping-out-burp-suites-crawler
https://web-in-security.blogspot.com/2021/02/security-and-privacy-of-social-logins-part1.html
https://www.nds.ruhr-uni-bochum.de/media/nds/arbeiten/2020/10/29/Masterarbeit_Louis_Jannett_Security_and_Privacy_of_Social_Logins.pdf
https://www.onsecurity.io/blog/tryhackme-x-hackerone-ctf-2021-writeup/
https://www.intigriti.com/

This is a solid writeup for the recent “Hacker of the Hill" CTF. It shows some interesting Web hacking
techniques that might be useful for real tests (e.g. path traversal leveraging RFC822).

3. Video of the week

Finding Your Next Bug: GraphQL Hacking - Katie Paxton-Fear (@InsiderPhd)

This is an excellent introduction to GraphQL hacking. The best part? Not only does @InsiderPhD tell you
everything you need to start testing GraphQL implementations, she also provides a lab to practice (see

the intentionally vulnerable Generic-University that has a newly added GraphQL API).

4. Tools of the week

BurpSuiteAutoCompletion

netz & Intro

fransr/logger.js

BurpSuiteAutoCompletion by @_StaticFlow_ is a Burp extension that adds header autocompletion to
Repeater and Intruder tabs. This is a huge time-saver if you often need to change/add HTTP headers. The

headers list used by default is from Seclist but you can customize it.

Netz is a Go tool for mass-scanning the Internet similarly to Shodan, Censys or ZoomEye, but with the
ability to perform any custom checks. | haven't tried it but bookmarked it in case | need to run large scale

scans.

Another interesting tool is logger.js, @fransrosen’s reflection script that helps him find script gadgets for
XSS. Worth a try if you're into DOM XSS!

5. Bugs of the week

@orange_8361 reently teased about a Microsoft Exchange pre-auth RCE, then shared a site and demo for
the the bug called Proxylogon. It turned out to be part of a pretty bad RCE bug chain currently being
exploited in-the-wild.

| didn't find a detailed writeup of all vulnerabilities but here a few resources to keep you up to date:

e List of Exchange Server Zero-Days (by Rapid?7)

e Technical DFIR report (by Volexity)

¢ Nuclei template & proxylogscan (@dwisiswant0's Go scanner) both for CVE-2021-26855/ProxyLogon
Other amazing things we stumbled upon this
week

Videos

e Why Your IDORs Get NA'd, Cookies Explained

e Full Free Course: Android Bug Bounty Hunting



https://www.youtube.com/watch?v=GlvNwhq-uBg
https://twitter.com/InsiderPhD
https://github.com/InsiderPhD/Generic-University
https://github.com/Static-Flow/BurpSuiteAutoCompletion
https://github.com/spectralops/netz
https://cmpxchg16.medium.com/scan-the-whole-internet-while-drinking-coffee-9c4085539594
https://gist.github.com/fransr/2b294feff892660ee87b1e4dfae5127d
https://twitter.com/_StaticFlow_
https://twitter.com/fransrosen
https://twitter.com/orange_8361
https://proxylogon.com/
https://blog.rapid7.com/2021/03/03/mass-exploitation-of-exchange-server-zero-day-cves-what-you-need-to-know/
https://www.volexity.com/blog/2021/03/02/active-exploitation-of-microsoft-exchange-zero-day-vulnerabilities/
https://github.com/projectdiscovery/nuclei-templates/blob/master/cves/2021/CVE-2021-26855.yaml
https://github.com/dwisiswant0/proxylogscan
https://www.youtube.com/watch?v=73r_0X89RTw
https://www.youtube.com/watch?v=3ua3zOdXA8s

e SQL Injection - Lab #1 SQL injection vulnerability in WHERE clause allowing retrieval of hidden
data

e $5,000 YouTube IDOR - Bug Bounty Reports Explained

e Dependency Confusion Pt. 1 | The Setup | Packages | Private Registry & Pt. 2 | Final Part |

Exploiting Dependency Injection

e Impostor Syndrome and How we Talk about it in Infosec

Podcasts

e DAY][0] Episode 67 - Buggy Browsers, Heap Grooming, and Broken RSA?

e Hafnium - Dependency Confusion, Intel Side Channel Attacks, Crispy Subtitles From Lay's

e Burp Suite Cheat Sheet & Tips and Tricks & Burp Suite Cheat Sheet v1.0

e BHIS | Sacred Cash Cow Tipping 2021 - John Strand & BHIS Testers

Tutorials

Medium to advanced

e Solving double/n hop with ssf - SOCKS/C2

e Reverse Engineering a Flutter app by recompiling Flutter Engine

e CSP Bypass Guidelines

Beginners corner
e RCE via war upload in Tomcat using path traversal.

e AWS WAF — Know Your Enemy

e Exploiting Exposed .git Directory Without GitTools

e Anatomy of the Authentication Tests

Ultimate XXE Beginner Guide

Writeups
Pentest writeups

e Pentesting Cisco ACI: LLDP Mishandling


https://www.youtube.com/watch?v=_rCg_-gsQOA
https://www.youtube.com/watch?v=_rCg_-gsQOA
https://www.youtube.com/watch?v=FzT3Z7tgDSQ
https://www.youtube.com/watch?v=P13xrz0EgNw
https://www.youtube.com/watch?v=4ggqsJeSu04
https://www.youtube.com/watch?v=4ggqsJeSu04
https://www.youtube.com/watch?v=SMV3r2KnQz0
https://www.youtube.com/watch?v=_CIA21g0vaA
https://www.youtube.com/watch?v=aRmw4Miph4A
https://www.youtube.com/watch?v=GlvNwhq-uBg
https://www.sans.org/webcasts/burp-suite-cheat-sheet-tips-tricks-118505/
https://www.sans.org/security-resources/posters/burp-suite-cheat-sheet/280/download
https://www.youtube.com/watch?v=P_fHD_Er_dg
https://mpgn.github.io/c2-n-hop-with-ssf/
https://tinyhack.com/2021/03/07/reversing-a-flutter-app-by-recompiling-flutter-engine/
https://brutelogic.com.br/blog/csp-bypass-guidelines/
https://blog.defmax.io/rce-via-war-upload-in-tomcat-using-path-traversal-e0f11898016e
https://hogarth45.medium.com/aws-waf-know-your-enemy-7c1453f46cab
https://zaidanr.medium.com/exploiting-exposed-git-directory-without-gittools-7d3764dd3af6
https://blog.cobalt.io/anatomy-of-the-authentication-tests-df98ad0778a5
https://thexssrat.medium.com/ultimate-xxe-beginner-guide-f3bd123b1f4a
https://www.synacktiv.com/en/publications/pentesting-cisco-aci-lldp-mishandling.html

e BMC Patrol Agent - Domain User to Domain Admin - Part 2 - Securifera

Responsible(ish) disclosure writeups

e CyRC Vulnerability Advisory: Denial of service vulnerability in Jetty web server #Web #CodeReview

e (CVE-2020-28243 SaltStack Minion Local Privilege Escalation #PrivEsc

e SaltStack API vulnerabilities #Web #RCE

Bug bounty writeups
e Dangling DNS: Amazon EC2 IPs (Current State) (8x8)

e Adobe AEM Security Web Series Part 1 | From dispatcher filter bypass to XSS on 40+ Linkedin
websites (video)

e Elastic Community Conference: Elastic Disclosure—Finding and Reporting Security Bugs to Elastic

(video)

e Write Up - Google VRP N/A: SSRF Bypass With Quadzero In Google Cloud Monitoring

e The easiest $2500 | got it from bug bounty program

e Stealing user passwords through a VPN's SSO

See more writeups on The list of bug bounty writeups.

Tools

:

gman: XSS scanner

e http2smugl: Go tool that helps detect and exploit HTTP request smuggling in cases it can be achieved
via HTTP/2 -> HTTP/1.1 conversion by the frontend server

e dnspy: Find subdomain takeovers

°
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urpFeed: Python and Go tool for feeding urls into Burp’s Sitemap

Tips & Tweets

e XML WAF bypass: Use Intruder + Hackvertor to bruteforce charsets

e Use XiInclude to test XML parsers for for SSRF & LFI

e Exploiting SSRF on Windows servers

e Exploiting CSRF with broken Referer validation on Chrome

e Tricks for generating client-specific wordlists


https://www.securifera.com/blog/2021/03/08/bmc-patrol-agent-domain-user-to-domain-admin-part-2/
https://www.synopsys.com/blogs/software-security/cve-2020-27223-jetty/
https://github.com/pedrib/PoC/blob/master/advisories/Micro_Focus/Micro_Focus_OBR.md
https://sec.stealthcopter.com/cve-2020-28243/
https://dozer.nz/posts/saltapi-vulns
https://blog.melbadry9.xyz/ddns-ec2-ips-current-state
https://www.youtube.com/watch?v=VwLSUHNhrOw
https://www.youtube.com/watch?v=VwLSUHNhrOw
https://www.youtube.com/watch?v=BL5p4_3chA0&list=PL_mJOmq4zsHaZYaEs7mSp2cJohSrZO-Pm&index=27
https://omespino.com/write-up-google-vrp-n-a-ssrf-bypass-with-quadzero-in-google-cloud-monitoring/
https://3bodymo.medium.com/the-easiest-2500-i-got-it-from-bug-bounty-program-8f47ea4aff22
https://blog.scrt.ch/2021/02/25/stealing-user-passwords-through-a-vpns-sso/
https://pentester.land/list-of-bug-bounty-writeups.html
https://xsswingman.com/blog/posts/announcing-wingman/
https://github.com/neex/http2smugl
https://github.com/gwen001/dnspy
https://github.com/ZephrFish/BurpFeed
https://twitter.com/MasteringBurp/status/1366774208668315650
https://twitter.com/intigriti/status/1369278059614978054
https://twitter.com/Bugcrowd/status/1368320520526180355
https://twitter.com/PortSwiggerRes/status/1367869848869605380
https://twitter.com/codingo_/status/1368774333154267138

e XSS polyglot

Misc. pentest & bug bounty resources

e sOmd3v/be-a-hacker

e How do |l get Started in Cyber Security? — My Perspective & Learning Path! & Security Talks Slides

e What's happening.in the Burp-verse - Issue #1

Challenges

e GitHub Security Lab - Capture The Flag

e Nahamsec's Intro To Bug Bounty Labs

e @atul_hax’'s RCE webChallenge

Articles

e Dependency Confusion Attack - What, Why, and How?

e Anatomy of an Exploit: RCE with CVE-2020-1350 SIGRed

e Bitsquatting Windows.com

Bug bounty & Pentest news

e NahamCon2021 is this Sunday! Check out the talks program, CTF and merch

e Burp Suite Professional - Feature Roadmap Questionnaire

Non technical

e Bug Bounty: What do the top bug hunters find?

e The 2021 Hacker Report

e Wholesome Curl Calls For Your Blog Posts

e Ask a hacker: ajxchapman & Ask a hacker: rpadovani

e 7 Life Lessons From Hackers On How You Can Make 2021 The Best Year Of Your Life



https://twitter.com/hakluke/status/1369166143655665668
https://github.com/s0md3v/be-a-hacker
https://hbothra22.medium.com/how-do-i-get-started-in-cyber-security-my-perspective-learning-path-b53065189ba5
https://github.com/harsh-bothra/Security-Talks-Slides
http://newsletter.burpsuite.guide/issues/what-s-happening-in-the-burp-verse-issue-1-406960
https://securitylab.github.com/ctf
https://github.com/nahamsec/nahamsec.training
https://github.com/0xatul/webChallenge
https://redhuntlabs.com/blog/dependency-confusion-attack-what-why-and-how.html
https://www.graplsecurity.com/post/anatomy-of-an-exploit-rce-with-cve-2020-1350-sigred
https://remyhax.xyz/posts/bitsquatting-windows/
https://twitter.com/NahamSec/status/1369352986393272325
https://twitter.com/PortSwigger/status/1369309503162888203
https://sametsahin.net/posts/bug-bounty-top-hackers/
https://www.hackerone.com/resources/reporting/the-2021-hacker-report
https://blog.redteam-pentesting.de/2021/wholesome-curl-calls/
https://about.gitlab.com/blog/2021/03/04/ajxchapman-ask-a-hacker/
https://about.gitlab.com/blog/2020/11/10/rpadovani-ask-a-hacker/
https://luketucker.com/7-life-lessons-from-hackers-on-how-you-can-make-2021-the-best-year-of-your-life/

Community pick of the week

. StanFaas @
; @StanFaas

Best swag item | received so far. ¥4 ¥4 Thanks a lot
@intigriti!

5:40 PM - Mar 2, 2021 - Twitter for iPhone

We'd love to hear from you too about your bug bounty wins, swag and joys. Tag us on social media if you

want to share them with other Bug Bytes readers.

REQUEST A DEMO VISIT THE WEBSITE GET IN TOUCH

intigriti.com/demo intigriti.com hello@intigriti.com



https://www.intigriti.com/demo
https://www.intigriti.com/
mailto:hello@intigriti.com

