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Hey hackers! These are our favorite resources shared by pentesters and bug hunters last week.
This issue covers the week from 15 to 22 of March.

Our favorite 5 hacking items

1. Conference of the week

This is an awesome trick for any bug hunter who uses Chrome. You can create shortcuts to query sites
like Shodan, VirusTotal, RisklQ, etc.

For instance, you can type s google (for https://www.shodan.io/search?query=org%3Agoogle).

To do this, go to Settingsin Chrome, then Manage search engines. Add a new one with s as the Keyword
and https://www.shodan.io/search?query=org%3Agoogle as the URL.

2. Writeup of the week

: “[Grab Android/iOS] Insecure deeplink leads to sensitive information disclosure ($7,500)"

This is a very interesting bug found on GrabTaxi’s Android and iOS apps. It's the equivalent of an open
redirect on mobile apps: some deeplinks missing validation “direct users to load any attacker-controlled
URL within a webview".

In case you're wondering, a deep linking is a URI that links to a specific location within a mobile app rather
than simply launching the app (Wikipedia definition).

One of the vulnerable deeplinks looks like this: grab://open?
screenType=HELPCENTER&amp;page=https://s3.amazonaws.com/edited/page2.html

The URL https://s3.amazonaws.com/edited/page2.html, created by the bug hunter, contains code that
calls getGrabUser, a method defined within the app which returns sensitive information on the user.

So using the vulnerable deeplink, it is possible to execute attacker-controlled code that steals the victim's
sensitive information.

3. Article of the week

¢ "New XS-Leak techniques reveal fresh ways to expose user information”

I've encountered many articles on XS-Search this last couple of weeks. If, like me, you're just hearing
about this type of attack, this article is an excellent introduction.

It explains what it is briefly and references different publications about it. It's worth to dive into each one,
since XS-Search is said to be the next XSS.

4, Tool of the week

* “CommandGenlinterface”
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https://www.shodan.io/search?query=org%3Agoogle
https://www.shodan.io/search?query=org%3Agoogle
https://hackerone.com/reports/401793
https://intigriti-website-prod-opfhf2p3n-intigriti.vercel.app/researchers/blog/bug-bytes/bug-bytes-11-insecure-deeplinks-new-xs-techniques-and-int0x33-s-365daysofpwn/print
https://intigriti-website-prod-opfhf2p3n-intigriti.vercel.app/researchers/blog/bug-bytes/bug-bytes-11-insecure-deeplinks-new-xs-techniques-and-int0x33-s-365daysofpwn/print
https://s3.amazonaws.com/edited/page2.html
https://portswigger.net/daily-swig/new-xs-leak-techniques-reveal-fresh-ways-to-expose-user-information
https://github.com/Damian89/CommandGenInterface
https://www.intigriti.com/

This is a simple vueJS app which generates commands based on what you choose: For example, you enter
a target, select a wordlist and a list of extensions, and the app generates a complete dirsearch command
for you.

Tis is great for anyone who uses several tools with different options each time (like nmap, sqlmap,
dirsearch, wfuzz, massdns...).

Avisual command generator allows for more flexibility than creating multiple aliases for the same
command with different options.

But the app is meant to be customized to add tools based on your own testing workflow.

5. Resource of the week

“P64labs: 365 DAYS OF PWN"

This is a site by the author of the #365DaysOfPWN Medium articles I've been sharing in the previous
newsletters.

The site is more organized and is updated at least once a day. It's an amazing resource for pentesters and
red teamers (and for OSCP)!

Other amazing things we stumbled upon this
week

Videos

e Angular: XSS without HTML tags

e Zero to Hero Pentesting: Episode 1 - Course Introduction, Notekeeping, Introductory Linux, and
AMA

e 10 Minute Tip: Searching Breach Data for OSINT

e DNS Enumeration Tutorial - Dig, Nslookup & Host

e Haxcellent Adventures: The Bird Feeder, Bash, and You

e Docstop: Team Whack - everything is hackable (in Finnish but English subtitles available)

Podcasts

e Security Now 706: Open Source eVoting

e 7MS #353: Tales of Internal Pentest Pwnage - Part 1

o Absolute AppSec Ep. #51 - Jessica Ryan (@Jhyp3)

e Security In Five Episode 455 - Tools, Tips and Tricks - Firefox Send

e Smashing Security 120: Silk Road with Deliveroo

e Darknet Diaries Ep 34: For Your Eyes Only

e VITB Podcast: Marcus Carey
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https://labs.p64cyber.com/
https://medium.com/@int0x33
https://www.youtube.com/watch?v=bOqYEUtXfFk&feature=youtu.be
https://www.youtube.com/watch?v=qlK174d_uu8&feature=youtu.be
https://www.youtube.com/watch?v=qlK174d_uu8&feature=youtu.be
https://www.youtube.com/watch?v=UeI7wEdLPn8
https://www.youtube.com/watch?v=rQ-dc5kwRtU
https://www.youtube.com/watch?v=QhD7FQeZNNY&feature=youtu.be
https://areena.yle.fi/1-4664683
https://www.youtube.com/watch?v=bEqYLQJrPLQ
https://7ms.us/7ms-353-tales-of-internal-pentest-pwnage-part-1/
https://www.youtube.com/watch?v=RdMcMG4wCPo&feature=youtu.be
http://securityinfive.libsyn.com/episode-455-tools-tips-and-tricks-firefox-send
https://www.smashingsecurity.com/120
https://darknetdiaries.com/episode/34/
https://vinceinthebay.com/2019/03/20/podcast-marcus-carey/

Webinars & Webcasts

Exploring the Top 15 Most Common Vulnerabilities with HackerOne and GitHub

InfoSec Girls + OWASP WIA knowledge exchange webinar

You are watching: Developing Burp Suite Extensions with Luca Carettoni

BHIS Webcast: Py2k20 - Transitioning from Python2 to Python3

Conferences

Catch Me If You Can: Ephemeral Vulnerabilities in Bug Bounties (44CON 2018)

BSidesSF 2019, especially:

Automating Web Application Bug Hunting

Journey to Command Injection: Hacking the Lenovo ix4-300d

Offensive Javascript Techniques for Red Teamers

Navigating Passwordless Authentication with FIDO2 & WebAuthn

Abusing WCF Endpoint for RCE and Privilege Escalation

All Your Containers Are Belong to Us

Hacking with a Heads Up Display

Cats? In My Certificate Transparency Logs?

Ethical Hacking: DIY Mobile Security Workstation (For Cheap)

How to Fix the Diversity Gap in Cybersecurity

Don’t Boil the Ocean: Using MITRE ATT&CK to Guide Hunting Activity

BADPDEF: Stealing Windows Credentials via PDF Files

OWASP Meetup - SF March 2019

Shopify’'s $25k Bug Report, and the Cluster Takeover That Didn't... & Slides

Slides only

GDG Toulouse: Can | hack your Android app,_please?

Ironing out Docker

I'm in your cloud... reading everyone’s email. Hacking Azure AD via Active Directory

Lam AD FS and So Can You, ADFSDump & ADFSpoof

Tutorials

Medium to advanced

From SSRF to Port Scanner
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https://register.gotowebinar.com/register/6499105876772027139
https://www.youtube.com/watch?v=6RYiqTrc_M4
https://www.elearnsecurity.com/resources/webinar_video/burpsuite/
https://www.blackhillsinfosec.com/bhis-webcast-py2k20-transitioning-from-python2-to-python3/
https://www.youtube.com/watch?v=C85ZOJgufuw
https://www.youtube.com/playlist?list=PLbZzXF2qC3RvGRbNQwKcf2KVaTCjzOB8o
https://www.youtube.com/watch?v=12gtkYbMGd4&t=0s&list=PLbZzXF2qC3RvGRbNQwKcf2KVaTCjzOB8o&index=26
https://www.youtube.com/watch?v=AXToNc3CTSc&list=PLbZzXF2qC3RvGRbNQwKcf2KVaTCjzOB8o&index=65&t=0s
https://www.youtube.com/watch?v=HfpnloZM61I&list=PLbZzXF2qC3RvGRbNQwKcf2KVaTCjzOB8o&index=16&t=0s
https://www.youtube.com/watch?v=2KfZJRsacNM&t=0s&list=PLbZzXF2qC3RvGRbNQwKcf2KVaTCjzOB8o&index=20
https://www.youtube.com/watch?v=VH2bsBAUYhU&list=PLbZzXF2qC3RvGRbNQwKcf2KVaTCjzOB8o&index=15&t=0s
https://www.youtube.com/watch?v=VqThnb-GML4&list=PLbZzXF2qC3RvGRbNQwKcf2KVaTCjzOB8o&index=4&t=0s
https://www.youtube.com/watch?v=zr2GW8Im6B8&list=PLbZzXF2qC3RvGRbNQwKcf2KVaTCjzOB8o&index=8&t=0s
https://www.youtube.com/watch?v=0NuYWu3nhuU&t=0s&list=PLbZzXF2qC3RvGRbNQwKcf2KVaTCjzOB8o&index=38
https://www.youtube.com/watch?v=flP0W1sWteM&t=0s&list=PLbZzXF2qC3RvGRbNQwKcf2KVaTCjzOB8o&index=39
https://www.youtube.com/watch?v=UjUTrGc1qeY&t=0s&list=PLbZzXF2qC3RvGRbNQwKcf2KVaTCjzOB8o&index=44
https://www.youtube.com/watch?v=EyK0FvwVoDQ&t=0s&list=PLbZzXF2qC3RvGRbNQwKcf2KVaTCjzOB8o&index=27
https://www.youtube.com/watch?v=7AzQQb84fUo&index=13&list=PLbZzXF2qC3RvGRbNQwKcf2KVaTCjzOB8o&t=0s
https://www.youtube.com/watch?v=kwYtbIEPLy8
https://www.youtube.com/watch?v=2XCm7vveU5A&feature=youtu.be
https://www.slideshare.net/GregCastle5/shopify-25k-bugreportcastlelawrencekubecon18
https://www.slideshare.net/ElliotAlderson27/gdg-toulouse-can-i-hack-your-android-app-please
https://ironpeak.be/slides/190319-ironing-out-docker.pdf
https://www.slideshare.net/DirkjanMollema/im-in-your-cloud-reading-everyones-email-hacking-azure-ad-via-active-directory
https://www.slideshare.net/DouglasBienstock/troopers-19-i-am-ad-fs-and-so-can-you
https://github.com/fireeye/ADFSDump
https://github.com/fireeye/ADFSpoof
https://blog.cobalt.io/from-ssrf-to-port-scanner-3e8ef5921fbf

An introduction to privileged file operation abuse on Windows & Abusing Privileged File

Manipulation

Java Serialization: A Practical Exploitation Guide

SQL Injection Data Extraction through .NET framework error

Jenkins - More than Just Target Practice: Automate tests

Extracting NTLM Hashes from keytab files & KeyTabExtract

Exploiting OGNL Injection in Apache Struts

MacOS Red Teaming 201: Introduction

Using HTTP Pipelining to hide requests

Building an Office macro to spoof parent processes and command line arguments

Beginners corner

How to rotate your source IP address & alternative
Cache-Control for Civilians

DNS Toolbox: How to Perform a Full DNS Enumeration and Domain Research

Git clone all organizational repos

Bypass OTP validation and Phone Number authentication
Efficient way to pentest Android Chat Applications
A technique that a lot of SQL injection beginners don’t know

Kerberos (1): How does Kerberos work? - Theory

Command & Control: Silenttrinity Post-Exploitation Agent

OSX Exploitation with Powershell Empire

Command & Control Tool: Pupy

Multiple Ways to Exploiting OSX using PowerShell Empire

Writeups

Challenge writeups

BsidesSF CTF — Challenge Write-up Part 1

CONFidence CTF 2019 Teaser - Write-up

Pentest writeups

A story of one not-a-bug SQL injection

Finding and Exploiting .NET Remoting over HTTP using Deserialisation
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https://offsec.provadys.com/intro-to-file-operation-abuse-on-Windows.html
https://www.youtube.com/watch?v=OfPTkx36EWs
https://www.youtube.com/watch?v=OfPTkx36EWs
https://blog.rapid7.com/2019/03/19/a-serial-problem-exploitation-and-exposure-of-java-serialized-objects/
https://medium.com/@skillzworldtech/sql-injection-data-extraction-through-net-framework-error-ec9972858321
https://www.fortynorthsecurity.com/jenkins-more-than-just-target-practice/
https://davidstorie.ca/extracting-ntlm-hashes-from-keytab-files/
https://github.com/sosdave/KeyTabExtract
https://pentest-tools.com/blog/exploiting-ognl-injection-in-apache-struts/
http://lockboxx.blogspot.com/2019/03/macos-red-teaming-201-introduction.html
https://digi.ninja/blog/pipelining.php
https://blog.christophetd.fr/building-an-office-macro-to-spoof-process-parent-and-command-line/
https://www.blackhillsinfosec.com/how-to-rotate-your-source-ip-address
https://twitter.com/Security_monkey/status/1108111334607073282
https://csswizardry.com/2019/03/cache-control-for-civilians/#stale-while-revalidate
https://securitytrails.com/blog/dns-toolbox
https://medium.com/@minis_io/git-clone-all-organizational-repos-c7e34c43c71b
https://medium.com/@thehacktivists/bypass-otp-validation-and-phone-number-authentication-32842739b397
https://medium.com/android-tamer/efficient-way-to-pentest-android-chat-applications-46221d8a040f
https://medium.com/@skillzworldtech/a-technique-that-a-lot-of-sql-injection-beginners-dont-know-atmanand-nagpure-write-up-abdc7c269dd5
https://www.tarlogic.com/en/blog/how-kerberos-works/
https://www.hackingarticles.in/command-control-silenttrinity-post-exploitation-agent/
https://www.hackingarticles.in/osx-exploitation-with-powershell-empire/
https://www.hackingarticles.in/command-control-tool-pupy/
https://www.hackingarticles.in/multiple-ways-to-exploiting-osx-using-powershell-empire/
https://medium.com/@itsc0rg1/bsidessf-ctf-challenge-write-up-part-1-e849bc917d37
https://rawsec.ml/en/CONFidenceCTF-2019-Teaser-write-up/
https://jarlob.github.io/en/blog/not-a-bug-sqli
https://www.nccgroup.trust/uk/about-us/newsroom-and-events/blogs/2019/march/finding-and-exploiting-.net-remoting-over-http-using-deserialisation/

Responsible disclosure writeups

Authenticated Arbitrary Command Execution on PostgreSQL 9.3 > Latest #PostgreSQL #Database

Rails-doubletap-exploit #RCE #PathTraversal #Deserialization #Rails

MiniBlog Remote Code Execution #RCE

Ghidra From XXE to RCE #RCE #Decompiler

RCE in Slanger, a Ruby implementation of Pusher #RCE #WebSockets #Ruby

Remote command injection through an endpoint security product #loT

Find My Contacts (or personal data of 650,000 people) #Mobile #/DOR

Connected camera cock up #Mobile

Webroot BrightCloud #Firewall

Exploitation of Remote WCF Vulnerabilities #WCF

Multiple vulnerabilities in the web interface of the Cisco IP Phone 7800 and 8800 series #IPPhone
#BufferOverflow #FileUpload #PathTraversal #CSRF #Authorization

Analysis for CVE-2019-5418 File Content Disclosure on Rails & Exploit #Rails #PathTraversal

Bug bounty writeups

SQL injection via User-Agent HTTP header on TTS Bug Bounty ($2,000)

DoS on Twitter ($1,120): “How to break Twitter using only 3 characters”

Payment bypass on Zomato ($1,000)

Information disclosure via Pastebin on Zomato ($400)

DoS due to Integer overflow on Facebook ($10,000)

XS-Search on Google ($1,337)

DoS on Facebook ($750)

RCE on Mozilla ($500)

See more writeups on The list of bug bounty writeups.

Tools

If you don't have time

PowerHub: A web application to transfer PowerShell modules, executables, snippets and files while
bypassing AV and application whitelisting

Anubis: Subdomain enumeration and information gathering tool
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https://medium.com/greenwolf-security/authenticated-arbitrary-command-execution-on-postgresql-9-3-latest-cd18945914d5
https://github.com/mpgn/Rails-doubletap-RCE
https://rastating.github.io/miniblog-remote-code-execution
https://xlab.tencent.com/en/2019/03/18/ghidra-from-xxe-to-rce
https://www.honoki.net/2019/03/rce-in-slanger-0-6-0/
https://www.pentestpartners.com/security-blog/remote-command-injection-through-an-endpoint-security-product
https://medium.com/@thbcn/find-my-contacts-or-personal-data-of-650000-people-9c4b0cd397b2
https://www.pentestpartners.com/security-blog/connected-camera-cock-up/
https://blog.talosintelligence.com/2019/03/vuln-spotlight-cujo.html
https://blog.talosintelligence.com/2019/03/vuln-spotlight-cujo.html
https://versprite.com/blog/security-research/exploitation-of-remote-services/
https://www.modzero.ch/advisories/MZ-19-01-Cisco-Phones.txt
https://chybeta.github.io/2019/03/16/Analysis-for%E3%80%90CVE-2019-5418%E3%80%91File-Content-Disclosure-on-Rails/
https://www.exploit-db.com/exploits/46585
https://hackerone.com/reports/297478
https://hackerone.com/reports/500686
https://hackerone.com/reports/511044
https://hackerone.com/reports/511440
https://lgtm.com/blog/facebook_fizz_CVE-2019-3560
https://medium.com/@terjanq/google-books-x-hacking-29c249862f19
https://medium.com/@maxpasqua/dos-across-facebook-endpoints-1d7d0bc27c7f
https://blog.assetnote.io/bug-bounty/2019/03/19/rce-on-mozilla-zero-day-webpagetest
https://pentester.land/list-of-bug-bounty-writeups.html
https://github.com/AdrianVollmer/PowerHub
https://github.com/jonluca/Anubis

NPK, Introduction & demo: A mostly-serverless distributed hash cracking platform that provides
unprecedented password cracking capabilities

More tools, if you have time

Pastebin_scraper & Introduction: Automated tool to monitor Pastebin for interesting information
like emails and passwords. Project created after Dumpmon went dark last October

RapidRepoPull: The goal of this program is to quickly pull and install repos from its list

Bug Hunter: Tools for Bug Hunting

InjectMate.py: Burp Extension that generates payloads for XSS, SQLi, and Header injection vulns (for
Burp Pro)

InjectMateCommunity: same thing minus collaborator (for Burp Community)

Pocsuite3 & PoCs: Open-sourced remote vulnerability testing framework developed by the Knownsec
404 Team

TrustMeAlready: Disable SSL verification and pinning on Android, system-wide
APK Utilities](https://github.com/ViRb3/apk-utilities): Tools and scripts to manipulate Android APKs
Hashboy-tool: A hash query tool

Cloud Crack & Introduction: Crack passwords using Terraform and AWS

AnsiblePlaybooks: A collection of Ansible Playbooks that configure Kali to use Fish & install a number
of tools

PoshNmap](https://github.com/justingrote/poshnmap): A Powershell Wrapper for Nmap

Bettercap/hydra: Official Bettercap Web Ul

Kerbrute: A tool to perform Kerberos pre-auth bruteforcing. “A cross platform standalone binary for
bruteforcing and enumerating AD users through Kerberos AS requests. Definitely the fastest way to
brute force (or lockout a userin an AD domain”

Cyberlens: Free ICS Asset Identification and Assessment tools for industrial cybersecurity

Platypus: A modern multiple reverse shell sessions manager written in go

isc. pentest & bug bounty resources
Bug-Hunting-Mentaility

Bug Bounty Hunting Struggle (2BHS)

Pentest compilation

WebHunt: @GochaOqradze’s bug hunting notes

“Domain Name” section of IntelTechniques

OWASP Cheat Sheet Series
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https://github.com/Coalfire-Research/npk
https://www.coalfire.com/The-Coalfire-Blog/March-2019/High-Power-Hash-Cracking-with-NPK
https://www.youtube.com/watch?v=BrBPOhxkgzc&feature=youtu.be
https://github.com/Critical-Start/pastebin_scraper
https://www.criticalstart.com/2019/03/automated-tool-to-monitor-pastebin-for-interesting-information
https://github.com/tbalz2319/RapidRepoPull
https://github.com/thehackingsage/bughunter
https://github.com/laconicwolf/burp-extensions/blob/master/InjectMate.py
https://github.com/laconicwolf/burp-extensions/blob/master/InjectMateCommunity.py
https://github.com/knownsec/pocsuite3
https://asciinema.org/~pocsuite
https://github.com/ViRb3/TrustMeAlready
https://github.com/ViRb3/apk-utilities
https://github.com/sf197/hashboy-tool
https://github.com/lordsaibat/Cloud_crack
https://medium.com/@lordsaibat/cracking-passwords-with-terraform-and-aws-3685cc918721
https://github.com/byt3bl33d3r/AnsiblePlaybooks
https://github.com/justingrote/poshnmap
https://github.com/bettercap/hydra
https://github.com/ropnop/kerbrute
https://dragos.com/community-tools
https://github.com/WangYihang/Platypus
https://awesomeaakash.github.io/2019/03/20/Bug-Hunting-Mentaility/
https://sadjy.github.io/
https://github.com/adon90/pentest_compilation
https://github.com/ghsec/webHunt
https://inteltechniques.com/menu.html
https://github.com/OWASP/CheatSheetSeries

e Awesome Node.js for penetration testers

e APIsecurity.io Issue 23: Hacking ML, AWS Gateway Security, Gartner advice to CISO

e Red Team References

e DeadPixelSec Discord server: “Cyber security discord community with lots of helpful people to help
you start your career in cyber security”

Challenges

e The unescape() room by @jobertabma

e Yes We Hack XSS challenge

Articles

e Designing Distributed Systems for Security Workflow — Learning from our Nullcon Workshop

e Attacking the internal network from the public Internet using a browser as a proxy.

e HTTP Cache Cross-Site Leaks

e How to get private invitation in HackerOne?

e SAML - Want to pen-test?

e Apache Struts Vulnerabilities

e How to write secure code? Protect yourself against Cross-Site Scripting!

e How Dol Prepare to Join a Red Team?

e |Pv6 unmasking via UPnP

e Buy One Device, Get Data Free: Private Information Remains on Donated Tech

News

Bug bounty news
e OWASP ZAP Questionnaire to help make it better

e Kringle Con Winners and Answers

e Bugcrowd’s LevelUp 4 CFP: “Topics desired: Hacker Collaboration/How to Hack w/Others, Pentesting
Methodologies, Advanced Web Hacking & Recon Techniques, and more.”

e Finalists of Hackerone’'s T-shirt contest: Vote before 31 of March

e New features for quicker and improved Bug Reporting !: You can add your on report templates on
Yes We Hack

e Researcher settings on Facebook & Help: New Facebook functionality for whitehats to help analyze
traffic in the mobile apps
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https://github.com/jesusprubio/awesome-nodejs-pentest
https://apisecurity.io/issue-23-hacking-ml-aws-gateway-security-gartner-advice-ciso/
https://threatexpress.com/redteaming/resources/
https://twitter.com/CptXrat/status/1106657656935194624
https://unescape-room.jobertabma.nl/
https://twitter.com/jobertabma/status/1107343326527684609
https://twitter.com/yeswehack/status/1108295713203634176
https://blog.appsecco.com/designing-distributed-systems-for-security-workflow-learning-from-our-nullcon-workshop-93c2445667f4
https://www.forcepoint.com/blog/security-labs/attacking-internal-network-public-internet-using-browser-proxy
http://sirdarckcat.blogspot.com/2019/03/http-cache-cross-site-leaks.html
https://medium.com/@alph4gh0st/how-to-get-private-invitation-in-hackerone-c935dc616d18
https://www.peerlyst.com/posts/saml-want-to-pen-test-sudhakar-dwivedi
https://blog.detectify.com/2019/03/21/apache-struts-vulnerabilities/
https://medium.com/bugbountywriteup/how-to-write-secure-code-b2757b59cd4b
https://medium.com/@redteamwrangler/how-do-i-prepare-to-join-a-red-team-d74ffb5fdbe6
https://blog.talosintelligence.com/2019/03/ipv6-unmasking-via-upnp.html
https://blog.rapid7.com/2019/03/19/buy-one-device-get-data-free-private-information-remains-on-donated-devices/
https://docs.google.com/forms/d/e/1FAIpQLSfxnHk35RMXHLdk6cs6B_39-ZoXYXiKDY2kuXnDE6K-mF_7gQ/viewform
https://www.holidayhackchallenge.com/2018/winners_answers.html)%20&%20[Webcast](https://www.sans.org/webcasts/110722
https://mobile.twitter.com/samhouston/status/1107768026500227073
https://twitter.com/Hacker0x01/status/1108147535447646208
https://blog.yeswehack.com/2019/03/19/new-features-for-quicker-and-improved-bug-reporting
https://www.facebook.com/whitehat/researcher-settings/
https://www.facebook.com/whitehat/researcher-settings/help/

Sonatype and HackerOne eliminate the pain of reporting open source software vulnerabilities

GitLab now automatically warns against merging API keys into your codebase

Pwn20wn Vancouver 2019 - The Schedule and Live Results: The @fluoroacetate duo found bugs on
Safari, Virtualbox, VMware Workstation, Firefox, Edge & Chromium, and left with $375,000 plus a
Tesla Model 3!

Reports

Threat detection report 2019: The most used ATT&CK technique by far is PowerShell

Top 10 vulnerabilities 2018

What Are The Most Secure Programming Languages: “Vulnerabilities in C amounted to 50% of all
reported open source security vulnerabilities”

Vulnerabilities

Flaw in popular PDF creation library enabled remote code execution
Researcher finds new way to sniff Windows BitLocker encryption keys
Researchers fret over Netflix interactive TV traffic snooping

Critical flaw lets hackers control lifesaving devices implanted inside patients

Now-Patched Google Photos Vulnerability Let Hackers Track Your Friends and Location History:
via browser-based timing attacks

Breaches

Why you should “never EVER install spyware on anyone’s phone unless you're willing to accept
that everything captured may one day become public”

Change your Facebook password now!

FEMA Breach Exposes Personal Data and Banking Information of 2.3 Million Disaster Survivors
Hacked tornado warning systems leave Texans in the dark

Round 4 — Hacker Puts 26 Million New Accounts Up For Sale On Dark Web

How Hackers Pulled Off a $20 Million Mexican Bank Heist

Norsk Hydro Calls Ransomware Attack ‘Severe’: “This is the first time | can recall a cyberattack
impacting the spot price of a global commodity like aluminum”

Elsevier exposes users’ emails and passwords online: “The credentials were displayed on Kibana”

Scammer pleads guilty to fleecing Facebook and Google of $121m

Other news

Microsoft Windows 7 patch warns of coming patchocalypse
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https://blog.sonatype.com/centralsecurityproject
https://thenextweb.com/dd/2019/03/22/gitlab-now-automatically-warns-against-merging-api-keys-into-your-codebase/
https://www.zerodayinitiative.com/blog/2019/3/20/pwn2own-vancouver-2019-the-schedule-and-live-results
https://redcanary.com/resources/guides/threat-detection-report
https://www.recordedfuture.com/top-vulnerabilities-2018/
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e MySpace loses 50 million songs in server migration: Always do your own backups...

e CEOs more likely to receive pay rise after a cyber attack. Wait, what?
e Uber used secret spyware to try to crush Australian start-up GoCatch: “Surfcam allowed Uber
Australia to see in real time all of the competitor cars online and to scrape data such as the driver’s

name, car registration, and so on.” It allowed Uber to directly approach the GoCatch drivers and lure
them to work for Uber.

Non technical

e Researcher Spotlight: Ambassador Justin Gardner

e Lucas aka BitK: high level bug hunter and the brand new YesWeHack Tech Ambassador

e An Argument that Cybersecurity Is Basically Okay

e OSINT is Maturing: Our Interview with Steve Micallef from SpiderFoot

e FIRST for security: Non-profit looks ahead to another 15 years of CVSS ratings

e RSAC 2019: Better than what?

e Red Teaming VS Penetration Testing VS Vulnerability Testing

Tweeted this week

We created a collection of our favorite pentest & bug bounty related tweets shared this past week. You're
welcome to read them directly on Twitter: Tweets from 03/15/2019 to 03/22/2019.

Curated by Pentester Land & Sponsored by Intigriti
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