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Bug Bytes #107 - Go for HTTP smuggling,
Open source frameworks vs Cache
poisoning & Practicing RCE in NodelS

apps

BY ANNA HAMMOND - JANUARY 27, 2021 *+ LAST UPDATED ON MARCH 6, 2025

Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The first series is
curated by Mariem, better known as PentesterLand. Every week, she keeps us up to date with a

comprehensive list of write-ups, tools, tutorials and resources.

This issue covers the week from 18 to 25 of January.

Intigriti News

e

's January XSS Challenge

Find the XSS
and WIN Intigriti swag!

(S =L R

January XSS Challenge

A slew of Cisco bugs, Risks of DoH & DNSpoog_(aka new proof that it's always DNS!)



https://challenge-0121.intigriti.io/
https://go.intigriti.com/securitysnacks-15
https://www.intigriti.com/

Our favorite 5 hacking items

1. Videos of the week

Insecure Deserialization Attack Explained

Live Recon on Snapchat with @ITSecurityGuard (amass, FFUF, SecurityTrails Demo)

@PwnFunction is back with an awesome video tutorial on deserialization. It is concise and maybe the

best explanation I've seen on this rather complex vulnerability class.

The other video is the first of a new series by @NahamSec where he hacks live with a fellow bug hunter
(@ITSecurityGuard this time). This is a fantastic idea, like a practical interview or walkthrough to see how

other hackers work.

2. Writeup of the week

The Secret Parameter, LFR, and Potential RCE in Node]S Apps

This is an informative writeup by @0xCaptainFreak on Local File Read in NodeJS apps, when ExpressJS is
used with hbs (view engine for Handlebars). Without spoiling it more, can you find the issue in this code

that reproduces the bug?

3. Article of the week

Cache poisoning_ in popular open source packages

@snyksec dived into Web cache poisoning in open source packages and found several well known
frameworks vulnerable. For example, Botlle, Tornado and Rack all use “parse_gsl” an insecure method in

Python's source code that makes them vulnerable to cache poisoning attacks.

4. Tip of the week

Another way to do HTTP smuggling

@BitK_shared a new HTTP smuggling technique that @albinowax interprets as “Golang’s network stack
attempting to “parse HTTP headers as ~UTF-8 even though everyone else treats them as ASCII". It is yet to

be confirmed but looks like a very interesting area to explore.

5. Tool of the week

BurpSuiteSharpener

New week, new Burp customizer extension! This one from @irsdl adds cool features like the ability to

change Burp's title and icon, to change the style of tabs and use pretty Gradient icons.


https://www.youtube.com/watch?v=jwzeJU_62IQ
https://www.youtube.com/watch?v=IbdEoocfEmE
https://twitter.com/pwnfunction/
https://twitter.com/@NahamSec
https://twitter.com/ITSecurityGuard
https://blog.shoebpatel.com/2021/01/23/The-Secret-Parameter-LFR-and-Potential-RCE-in-NodeJS-Apps/
https://twitter.com/0xCaptainFreak
https://github.com/CaptainFreak/Web-CTF-Challenges/tree/main/profiler
https://snyk.io/blog/cache-poisoning-in-popular-open-source-packages/
https://twitter.com/snyksec
https://twitter.com/BitK_/status/1351587043814604805
https://twitter.com/BitK_
https://twitter.com/albinowax/status/1351936571080122372
https://github.com/mdsecresearch/BurpSuiteSharpener
https://twitter.com/irsdl
https://twitter.com/CoreyD97/status/1353619587552735232

Other amazing things we stumbled upon this
week

Videos

e Discovering Cloud Assets Externally, with CloudEnum

e Intro to CSRF (Cross-Site Request Forgery) - Security Simplified

e $15,000 Playstation Now RCE via insecure WebSocket connection - Bug Bounty Reports Explained

Podcasts

e DAY[0] Episode 61 - Snooping YouTube History and Breaking State Machines

Repercussions, SolarWinds

e Risky Business #612 — DPRK slides into researcher DMs

Webinars & Webcasts

Bash and Recon & Slides

ZAP Deep Dive: Active Scanning

Jailbreaking iOS for Mobile Security Assessments - SANS@Mic

Webcast: Move Aside Script Kiddies - Malware Execution in the Age of Advanced Defenses

Conferences

e How Variant Analysis helped secure the fight against COVID-19

e Security Talks by Harsh & Slides

Tutorials

Medium to advanced

e Bad Pods: Kubernetes Pod Privilege Escalation

e Hijacking connections without injections: a ShadowMoving approach to the art of pivoting

e The Anatomy of Deserialization Attacks

Beginners corner

e Everything You Need to Know About Web Socket Pentesting



https://www.youtube.com/watch?v=kRdVazFx3ws
https://www.youtube.com/watch?v=SA-GOrAP2g0
https://www.youtube.com/watch?v=97gPr9FdXzE
https://www.youtube.com/watch?v=CPIcnpiRvcw
https://www.youtube.com/watch?v=euvzkNwA6ZU
https://www.youtube.com/watch?v=euvzkNwA6ZU
https://risky.biz/RB612/
https://vimeo.com/496072204
https://docs.google.com/presentation/d/1boD4vVspqSl42oPejHZp0CJ6owocV0siDi8w61SPwLg/
https://www.youtube.com/watch?v=z2r4xGMQlys
https://www.sans.org/webcasts/jailbreaking-ios-mobile-security-assessments-sansatmic-118005/
https://www.blackhillsinfosec.com/webcast-move-aside-script-kiddies-malware-execution-in-the-age-of-advanced-defenses/
https://www.youtube.com/watch?v=m0LSoTHYb2Y&t=4h57m30s
https://www.youtube.com/playlist?list=PLYn5_MxRvV-fxPL90I-uebXQzQBXfIaY0
https://speakerdeck.com/harshbothra
https://labs.bishopfox.com/tech-blog/bad-pods-kubernetes-pod-privilege-escalation
https://adepts.of0x.cc/shadowmove-hijack-socket/
https://blog.cobalt.io/the-anatomy-of-deserialization-attacks-b90b56328766
https://www.appknox.com/blog/everything-you-need-to-know-about-web-socket-pentesting

A @TomNomNom Recon Tools Primer

Using Github Action for recon

White Box Web Application Pentesting

Android Pentest: Deep Link Exploitation

Writeups

Challenge writeups

XSS: Bypassing CSP is Nonce-nse thanks to bugpoc.com cards challenge (video) & Unintended

solution

Can you find the open redirect?

Responsible(ish) disclosure writeups

Unauthenticated XSS to Remote Code Execution Chain in Mautic < 3.2.4 #Web

Security Advisory: MSRPC Printer Spooler Relay (CVE-2021-1678) #NTLM #Network

Microsoft Teams and Skype Logging Privacy Issue #DesktopApp

CVE-2021-3156: Heap-Based Buffer Overflow in Sudo (Baron Samedit) #Linux

The State of State Machines #WebRTC

DNSpooq - Kaminsky attack is back! #DNS

CVE-2020-5144 - SonicWall Global VPN New Elevation of Privileges Vulnerability #LPE #Windows

Bug bounty writeups

$10,000 for automatic email confirmation bug in Microsoft's Edge browser (Microsoft, $10,000)

KindleDrip — From Your Kindle's Email Address to Using Your Credit Card (Amazon, $18,000)

Chaining a self XSS to Account Takeover

Let's know How | have explored the buried secrets in React Native application

BitLocker Lockscreen bypass (Microsoft)

Shazlocate! Abusing CVE-2019-8791 & CVE-2019-8792 (Apple, Google)

Possible RCE through Windows Custom Protocol on Windows client (NordVPN, $500)

See more writeups on The list of bug bounty writeups.



https://danielmiessler.com/blog/a-tomnomnom-tools-primer/
https://blog.mzfr.me/posts/2021-01-23-github-action-for-recon/
https://krkan.me/post/white-box-web-application-pentesting
https://www.hackingarticles.in/android-pentest-deep-link-exploitation/
https://www.youtube.com/watch?v=ue7XlgpgQw4
https://medium.com/bugbountywriteup/hacking-bugpocs-18-game-xss-challenge-hosted-by-the-xxs-rat-f3f1adc04c8
https://medium.com/bugbountywriteup/hacking-bugpocs-18-game-xss-challenge-hosted-by-the-xxs-rat-f3f1adc04c8
https://blog.xsstnv.com/challenges/can-you-find-the-open-redirect
https://www.horizon3.ai/disclosures/mautic-unauth-xss-to-rce.html
https://www.crowdstrike.com/blog/cve-2021-1678-printer-spooler-relay-security-advisory/
https://www.trustwave.com/en-us/resources/blogs/spiderlabs-blog/microsoft-teams-and-skype-logging-privacy-issue/
https://blog.qualys.com/vulnerabilities-research/2021/01/26/cve-2021-3156-heap-based-buffer-overflow-in-sudo-baron-samedit
https://googleprojectzero.blogspot.com/2021/01/the-state-of-state-machines.html
https://www.jsof-tech.com/disclosures/dnspooq/
https://cymptom.com/cve-2020-5144-sonicwall-global-vpn-new-elevation-of-privileges-vulnerability/2021/01/
https://kingkaran977.medium.com/10-000-for-automatic-email-confirmation-bug-in-microsofts-edge-browser-22f15ceccb4a
https://medium.com/realmodelabs/kindledrip-from-your-kindles-email-address-to-using-your-credit-card-bb93dbfb2a08
https://github.com/asurti6783/writeups/blob/main/bug.md
https://secureitmania.medium.com/lets-know-how-i-have-explored-the-buried-secrets-in-react-native-application-6236728198f7
https://secret.club/2021/01/15/bitlocker-bypass.html
https://www.ash-king.co.uk/blog/Shazlocate-abusing-CVE-2019-8791-CVE-2019-8792
https://hackerone.com/reports/1001255
https://pentester.land/list-of-bug-bounty-writeups.html

Tools
e EIP Fishing: Go fish on AWS EIPs

e jwtXploiter: A tool to test security of json web token

e SpooNMAP & Intro: Python wrapper for NMAP and Masscan

e SAP_EEM_CVE-2020-6207: PoC for CVE-2020-6207 (Missing Authentication Check in SAP Solution
Manager)

Tips

e Another way to do HTTP smuggling by @BitK

e @hunter0x7’s $10,000 bounty: Exposed API key generation endpoint

e @secalert’s preferred password for testing password fields

e Mutation points in \<a\> tags for WAF bypass

e Post-exploitation tip by @s0md3v

Misc. pentest & bug bounty resources

e Executable XSS cheat sheets for popular web frameworks #CodeReview

e OAuth 2.0 Authorization Server Issuer Identifier in Authorization Response

e The ultimate Github dorks list V3

e 0Oxn3va.gitbook.io cheat-sheets

e Awesome Bug Bounty Tools

e Burp Suite Cheat Sheet v1.0

Challenges

e @naglinagli's recon challenge

e Leading Cyber Ladies CTF

Articles

e VisualDoor: SonicWall SSL-VPN Exploit

e How to bypass the Cloudflare WAF using a padding technique

e Custom Static Analysis Rules Showdown: Brakeman vs. Semgrep #CodeReview



https://github.com/timkoopmans/eipfish
https://github.com/DontPanicO/jwtXploiter
https://github.com/trustedsec/spoonmap
https://www.trustedsec.com/blog/get-to-hacking-massively-faster-the-release-of-spoonmap/
https://github.com/chipik/SAP_EEM_CVE-2020-6207
https://twitter.com/BitK_/status/1351587043814604805
https://twitter.com/hunter0x7/status/1352572216119062528
https://twitter.com/secalert/status/1353303406044184577
https://twitter.com/FaniMalikHack/status/1353309941197631488
https://twitter.com/s0md3v/status/1353129309859270656
https://r2c.dev/blog/2021/xss-cheat-sheets/
https://www.ietf.org/archive/id/draft-ietf-oauth-iss-auth-resp-00.html
https://twitter.com/obheda12/status/1352686678318731264
https://0xn3va.gitbook.io/cheat-sheets/
https://github.com/vavkamil/awesome-bugbounty-tools
https://www.sans.org/security-resources/posters/burp-suite-cheat-sheet/280/download
https://twitter.com/intigriti/status/1353711594719555585
https://twitter.com/naglinagli/status/1353705654612066305
https://leadingcyberladies.com/ctf.html
https://darrenmartyn.ie/2021/01/24/visualdoor-sonicwall-ssl-vpn-exploit/
https://www.swascan.com/cloudflare/
https://blog.includesecurity.com/2021/01/ruby-static-analysis-custom-rules-breakman-vs-semgrep.html

e MSSQL Lateral Movement & Squeak

e Credentials hiding in plain sight or how | pwned your http auth & httpcreds

Bug bounty & Pentest news

e Votes open for the Top 10 web hacking techniques of 2020

e Burp Suite roadmap for 2021

Non technical

e Offensive Anomaly Detection

e Hacker Spotlight: Interview With Filedescriptor

e OWASP Top-10 2021. Statistics-based proposal.

Community pick of the week

Nice beanie there @xsstnv!


https://research.nccgroup.com/2021/01/21/mssql-lateral-movement/
https://github.com/nccgroup/nccfsas/tree/main/Tools/Squeak
https://0day.work/credentials-hiding-in-plain-sight-or-how-i-pwned-your-http-auth/
https://github.com/gehaxelt/python-httpcreds
https://portswigger.net/polls/top-10-web-hacking-techniques-2020
https://portswigger.net/blog/burp-suite-roadmap-for-2021
https://securit.ie/blog/?p=117
https://www.hackerone.com/blog/hacker-spotlight-interview-filedescriptor
https://lab.wallarm.com/owasp-top-10-2021-proposal-based-on-a-statistical-data/?utm_source=Reddit&utm_medium=SubReddits&utm_campaign=owasp-2021-
https://twitter.com/xsstnv/status/1352206120006385664

L Martin Stoynov
ot @xsstnv

Arrived just in time for the season! Thank you @intigriti
[ 454

11:47 AM - Jan 21, 2021 - Twitter for iPhone

We love hearing from you and celebrating your wins. Tag us if you also want to share your swag and bug

hunting joys with other Bug Bytes readers.

REQUEST A DEMO VISIT THE WEBSITE GET IN TOUCH

intigriti.com/demo intigriti.com hello@intigriti.com



https://www.intigriti.com/demo
https://www.intigriti.com/
mailto:hello@intigriti.com

