
Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The first series is

curated by Mariem, better known as PentesterLand. Every week, she keeps us up to date with a

comprehensive list of write-ups, tools, tutorials and resources.

This issue covers the week from 20 to 27 of December.

Intigriti News

The SolarWinds Saga continued & The evolution of cybersecurity in 2020

Our favorite 5 hacking items

1. Articles of the week

Fun with IP address parsing

Helping secure DOMPurify (part 1) & A word about DOMPurify bypasses a.k.a why DOM parsing is

crazy | Sekurak.tv

@dave_universetf wrote an IPv4+6 parser from scratch which led him to discover several cursed IP

address representations. This type of corner cases are interesting when looking for URL validation

bypasses (e.g. for SSRF or open redirect).

The second article (and accompanying video) are excellent resources for anyone who saw the many

recent DOMPurify bypasses and wondered how to find such vulnerabilities.
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https://blog.intigriti.com/2020/12/25/security-snacks-11-the-solarwinds-saga-continued-the-evolution-of-cybersecurity-in-2020/
https://blog.dave.tf/post/ip-addr-parsing/
https://research.securitum.com/helping-secure-dompurify-part-1/
https://www.youtube.com/watch?v=QBkLI35sxVs
https://www.youtube.com/watch?v=QBkLI35sxVs
https://twitter.com/dave_universetf/status/1342685822286360576
https://twitter.com/dave_universetf/status/1342685822286360576
https://www.intigriti.com/


2. Writeups of the week

Cookie Tossing to RCE on Google Cloud JupyterLab (Google, $3133.70)

[Google VRP] Hijacking Google Docs Screenshots (Google)

Supply Chain Pollution: Hunting a 16 Million Download/Week npm Package Vulnerability for a CTF

Challenge (Node.js third-party modules)

@kl_sree found a cool PostMessage misconfiguration on Google Docs that allowed him to steal the

content of documents by screenshotting them.

@spaceraccoonsec shares the details of a prototype pollution he found in the “ini” NPM package. Since it

is used by almost 2000 dependent packages, this bug could’ve been exploited for a serious supply chain

attack.

@S1r1u5_ wrote about an RCE on Google. It covers the interesting topic of “Cookie tossing” that can be

used to increase the impact of XSS bugs found in out of scope or sandboxed domains.

3. Videos of the week

How to duplicate less with Bug Bounties

Automate your Bug Hunting using Nuclei | Writing our own nuclei template | Be The H.A.C.R. – Ep. 18

Continuing his excellent series for bug bounty beginners, @codingo_ shares advice to help increase bug

impacts and avoid duplicates.

The second video by @AseemShrey should also help with those dreaded dupes. He explains how to write

your own Nuclei templates. It is a good introduction for anyone who wants to automate some bug bounty

checks and customize Nuclei to differentiate yourself.

4. Resource of the week

Subdomain tools review & Recon suites review

These are two cool benchmarks for Web application testers. Six2dez1 does an awesome job of comparing

subdomain enumeration tools (based on their features and results) and recon suites (based on their

features and tools).

5. Tutorial of the week

Metasploit Tips and Tricks for HaXmas 2020

This one is for Metasploit power users. It has many advanced tips and tricks with a mix of old and recent

features (e.g. how to debug failed HTTP modules, how to inline options when running a module, resource

scripts for streamlining repetitive workflows, refining search results, etc).

https://blog.s1r1us.ninja/bug-bounty/cookie-tossing-to-rce-on-google-cloud-jupyter-notebooks
https://blog.geekycat.in/google-vrp-hijacking-your-screenshots/
https://spaceraccoon.dev/supply-chain-pollution-hunting-a-16-million-download-week-npm-package
https://spaceraccoon.dev/supply-chain-pollution-hunting-a-16-million-download-week-npm-package
https://www.youtube.com/watch?v=UovnWjksp74
https://www.youtube.com/watch?v=vefj0tkTWL4
https://six2dez.gitbook.io/pentest-book/others/subdomain-tools-review
https://six2dez.gitbook.io/pentest-book/others/recon-suites-review
https://blog.rapid7.com/2020/12/23/metasploit-tips-and-tricks-for-haxmas-2020-2/


Other amazing things we stumbled upon this

week

Videos

IT Security Career Advice

optionalctf Talks about OSCP, CTF vs Bug Bounty, Disclosed Reports, Hacking Resource and more!

Why aren’t you able to do Bounties or Anything?

5 Useful GitHub Repositories #Shorts

How to Prevent Open Redirects in your Applications

Podcasts

Best of 2020 – The Year’s Best Stories on Security Now

JavaScript Enumeration for bug bounty hunters

Ozgur Talk About Bug Bounties, Recon Workflow, How to Learn Different Topics & Life At Synack �

Darknet Diaries Ep 81: The Vendor

Webinars & Webcasts

Deep Dive: Burp Bounty Extension

Verifying Sketchy Windows Apps – SANS@Mic

Conferences

null Ahmedabad Meet 27 December 2020 Monthly Meet

Mystikcon 2020, especially:

Android Pentesting

IOS pentesting

Java De-serialization vulnerability analysis

Introduction to AWS

CIA Conference 2020 | DAY 1 & Day 2

Slides & Workshop material

Source Code Audit Training Archive

https://www.youtube.com/watch?v=Oc8QQxyzjjQ
https://www.youtube.com/watch?v=YOQ5_1JiupY
https://www.youtube.com/watch?v=RuTdI95kD98
https://www.youtube.com/watch?v=-nRgwnHR8cw
https://www.youtube.com/watch?v=k2rAL2qsTvE
https://www.youtube.com/watch?v=ryfKhNoq4gU
https://anchor.fm/thehackerish/episodes/JavaScript-Enumeration-for-bug-bounty-hunters-ein5vh
https://www.youtube.com/watch?v=bp-yAM6nDwA
https://darknetdiaries.com/episode/81/
https://vimeo.com/493308580/1b006ed5ed
https://www.sans.org/webcasts/verifying-sketchy-windows-apps-sansatmic-117955/
https://www.youtube.com/watch?v=qDudNed7Z70
https://www.youtube.com/channel/UCYJO73o9up6ZKNRxab0jYNg/videos
https://www.youtube.com/watch?v=neCmp__-r74&t=87s
https://www.youtube.com/watch?v=uMBmOhO0g7o
https://www.youtube.com/watch?v=obwuldOaegI
https://www.youtube.com/watch?v=of6MDLcBc8c
https://www.youtube.com/watch?v=J4PkAGeMyZk
https://www.youtube.com/watch?v=f4W2ewU3vdo
https://twitter.com/joernchen/status/1341733719804145664


Tutorials

Medium to advanced

Detection and Hunting of Golden SAML Attack

Docker Botnets…

Privilege Escalation In Azure AD

Beginners corner

Advanced XXE Exploitation

A Pentester’s Guide to Server Side Template Injection (SSTI)

Pentest – Everything SMTP

Handling Short Expiration Time of Authorization Tokens

OSINT Guide To Bitcoin Investigations

OSINT: Automate Face Comparison With Python and Face++

Writeups

Challenge writeups

BSides Ljubljana X-MAS CTF solutions

Regular Expressions | Quiz 1 | #WinjaCTF2021

Pentest writeups

Android Application’s Client Side Encryption Bypass Leads to Account Takeover

Responsible(ish) disclosure writeups

Security Vulnerabilities in Smallstep PKI Software #Web

WordPress Plugin Limit Login Attempts Reloaded & CVE-2020-35590 PoC #Web

Oh, so you have an antivirus… name every bug #AV

Bypassing Windows Smartscreen #Windows

CVE-2020-25860 – Significant vulnerability discovered in RAUC embedded firmware update

framework #Firmware

Multiple critical vulnerabilities in Trend Micro InterScan Web Security Virtual Appliance (IWSVA)

#Web

Bug bounty writeups

https://www.sygnia.co/golden-saml-advisory
https://capricocave.wordpress.com/2020/12/10/docker-botnets/
https://emptydc.com/2020/12/10/privilege-escalation-in-azure-ad/
https://gosecure.github.io/xxe-workshop/
https://blog.cobalt.io/a-pentesters-guide-to-server-side-template-injection-ssti-c5e3998eae68
https://luemmelsec.github.io/Pentest-Everything-SMTP/
https://ualvesdias.medium.com/handling-short-expiring-time-of-authorization-tokens-4e7552bdaf1a
https://www.secjuice.com/osint-beginners-guide-for-bitcoin-investigations/
https://www.secjuice.com/automate-face-comparison-with-python-and-face/
https://github.com/oioki/bsides-ljubljana-xmas-2020
https://riddhi-shree.medium.com/regular-expression-winjactf2021-fb3f48395910
https://sanjay-gondaliya.medium.com/android-applications-client-side-encryption-bypass-leads-to-account-takeover-e8604ded9c52
https://www.agwa.name/blog/post/security_vulnerabilities_in_smallstep
https://n4nj0.github.io/advisories/wordpress-plugin-limit-login-attempts-reloaded/
https://github.com/N4nj0/CVE-2020-35590
https://twitter.com/KLINIX5/status/1342870273838739456
https://www.gironsec.com/blog/2020/12/bypassing-windows-smartscreen/
https://www.vdoo.com/blog/cve-2020-25860-significant-vulnerability-discovered-rauc-embedded-firmware-update-framework
https://www.vdoo.com/blog/cve-2020-25860-significant-vulnerability-discovered-rauc-embedded-firmware-update-framework
https://sec-consult.com/vulnerability-lab/advisory/multiple-critical-vulnerabilities-in-trend-micro-interscan-web-security-virtual-appliance/


Regular expression injection, a code review low hanging fruit

EN | Account Takeover via Web Cache Poisoning based Reflected XSS

Hack crypto secrets from heap memory to exploit Android application

Blind XSS on image upload (CS Money , $1,000)

Fixing a Google Vulnerability (Google)

See more writeups on The list of bug bounty writeups.

Tools

paramsCFinder.py: Params combination finder

headi: Customisable and automated HTTP header injection

Kenzer: Automated web assets enumeration & scanning

CrowdStrike Reporting Tool for Azure (CRT) & Intro

Sparrow.ps1: Sparrow.ps1 was created by CISA’s Cloud Forensics team to help detect possible

compromised accounts and applications in the Azure/m365 environment

HTTP Request Smuggling Detection Tool & Intro

bitlocker-spi-toolkit & Intro: Tools for decoding TPM SPI transaction and extracting the BitLocker key

from them

Censys Python Library: An easy-to-use and lightweight API wrapper for the Censys Search Engine

APK Lab: Android Reverse Engineering WorkBench for VS Code

httpfuzz & Intro: HTTP fuzzer in Go

Grawler: PHP tool with a web interface that automates the task of using google dorks, scrapes the

results, and stores them in a file

Misc. pentest & bug bounty resources

How Samesite affects cookies in different attacks in modern browsers

Pen-testing Notes Template

Bug Bounty Tips #10

The Top 152 Bugbounty Open Source Projects

Web Security Academy Learning path

@admiralgaust’s OSCP Preparation notes

ENISA Threat Landscape for 5G Networks Report

https://blog.deesee.xyz/regex/security/2020/12/27/regular-expression-injection.html
https://lutfumertceylan.com.tr/posts/acc-takeover-web-cache-xss/
https://secureitmania.medium.com/hack-crypto-secrets-from-heap-memory-to-exploit-android-application-728097fcda3
https://hackerone.com/reports/1010466
https://security.love/blog/gcp/2020/11/22/lateral-movement-and-privesc-in-GCP.html
https://pentester.land/list-of-bug-bounty-writeups.html
https://twitter.com/m4ll0k/status/1342894232885989377
https://github.com/mlcsec/headi
https://github.com/ARPSyndicate/kenzer
https://github.com/CrowdStrike/CRT
https://www.crowdstrike.com/blog/crowdstrike-launches-free-tool-to-identify-and-help-mitigate-risks-in-azure-active-directory/
https://github.com/cisagov/Sparrow
https://github.com/anshumanpattnaik/http-request-smuggling
https://hackbotone.medium.com/http-request-smuggling-detection-tool-36ed4bff359c
https://github.com/FSecureLABS/bitlocker-spi-toolkit
https://labs.f-secure.com/blog/sniff-there-leaks-my-bitlocker-key/
https://github.com/censys/censys-python
https://github.com/Surendrajat/APKLab
https://github.com/JonCooperWorks/httpfuzz
https://medium.com/swlh/hacking-http-with-httpfuzz-67cfd061b616
https://github.com/A3h1nt/Grawler
https://twitter.com/hackerscrolls/status/1343255733413027843
https://uwannatouchit.medium.com/pen-testing-notes-template-25fb6333468e
https://www.infosecmatter.com/bug-bounty-tips-10-dec-24/
https://awesomeopensource.com/projects/bugbounty
https://portswigger.net/web-security/learning-path
https://admiralgaust.github.io/oscp/
https://www.enisa.europa.eu/publications/enisa-threat-landscape-report-for-5g-networks


Security Christmas

Challenges

The CrowdStrike Intelligence Adversary Quest: OSINT CTF beginning Jan 18

Articles

Finding Data Leaks In Online Formatters

Unleash The Dino: Time-based Strategies To Improve Password Cracking

State of Pentesting 2020

A tale of .NET assemblies, cobalt strike size constraints, and reflection. &

AppDomain.AssemblyResolve

Bug bounty & Pentest news

Hacker makes $2 Million Dollars in Bug Bounty earnings

DEF CON’s first New Year’s Eve Party

OWASP 2021 Virtual AppSec Days Training Events

Third edition of US Army bug bounty program prepared for deployment

Non technical

Non-technical bugbounty tips

Forbes Cybersecurity Awards 2020: Corellium, The Tiny Startup Driving Apple Crazy

3 Metrics That Will Indicate We’re Taking Security Seriously

Ask a Hacker: How Close is Cyberpunk 2077 to Reality?

Dark patterns

Censys: How a university project became a major commercial security platform

Tweeted this week

We created a collection of our favorite pentest & bug bounty related tweets shared this past week. You’re

welcome to read them directly on Twitter: Tweets from 12/20/2020 to 12/27/2020.

REQUEST A DEMO

intigriti.com/demo

VISIT THE WEBSITE

intigriti.com

GET IN TOUCH

hello@intigriti.com

https://security.christmas/2020
https://twitter.com/CrowdStrike/status/1342533342286270465
https://medium.com/bugbountywriteup/finding-data-leaks-in-online-formatters-404503b9fcb0
https://www.synacktiv.com/en/publications/unleash-the-dino-time-based-strategies-to-improve-password-cracking.html
https://blog.scrt.ch/2020/12/28/state-of-pentesting-2020/
https://redteamer.tips/a-tale-of-net-assemblies-cobalt-strike-size-constraints-and-reflection/
https://offensivedefence.co.uk/posts/assembly-resolve/
https://savebreach.com/hacker-makes-2-million-dollars-in-bug-bounties/
https://www.defcon.org/html/defcon-nye-2021/dc-nye-2021-index.html
https://owasp.submittable.com/submit/181232/2021-virtual-appsec-days-training-events
https://portswigger.net/daily-swig/third-edition-of-us-army-bug-bounty-program-prepared-for-deployment
http://rez0.blog/hacking/2020/12/26/non-technical-bug-bounty-tips.html
https://www.forbes.com/sites/thomasbrewster/2020/12/27/forbes-cybersecurity-awards-2020-corellium-the-tiny-startup-driving-apple-crazy/
https://danielmiessler.com/blog/3-metrics-indicate-security-seriously/
https://blog.cobalt.io/ask-a-hacker-how-close-is-cyberpunk-2077-to-reality-e7ece225ba17
https://darkpatterns.org/types-of-dark-pattern.html
https://portswigger.net/daily-swig/censys-how-a-university-project-became-a-major-commercial-security-platform
https://twitter.com/PentesterLand/timelines/1343551711571546112
https://www.intigriti.com/demo
https://www.intigriti.com/
mailto:hello@intigriti.com

