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Bug Bytes #26 - File upload to SQL,i,
Google’s CTF & Data Breach 101

BY INTIGRITI - JULY 9, 2019 - LAST UPDATED ON JULY 31, 2025

Bug Bytes is a weekly newsletter curated by members of the bug bounty community. The first series are
curated by Mariem, better known as PentesterLand. Every week, she keeps us updated with a

comprehensive list of all write-ups, tools, tutorials and resources we should not have missed.

Hey hackers! These are our favorite resources shared by pentesters and bug hunters last week.

This issue covers the week from 28 of June to 05 of July.

Intigriti news

We partnered up with PwnFunction to create a writeup video on Google's 2019 CTF.

We'll be releasing more content soon, so make sure to subscribe to our_channel!

“Very excited to announce that we've partnered up with @PwnFunction to create snackable video
content for security researchers!

Check out our first video on how to solve @Google's CTF here
#HackWithlIntigritihttps://t.co/JO30NBQZI7

— Intigriti (@intigriti) July 8, 2019"

Our favorite 5 hacking items

1. Webinar of the week

This is an excellent introduction to cloud security for pentesters and bug hunters. If you've ever felt
intimidated by AWS testing, this is a perfect opportunity to tackle this topic.

You'll learn about cloud computing, the difference between laaS, PaaS and SaaS, common
misconfigurations of four components of AWS (including AWS S3 and IAM) with examples and links to

writeups.

2. Writeup of the week

: “File upload blind SQL injection”

I've never thought that the file name specified during a file upload could be saved to a database, and so
potentially vulnerable to SQL injection!
It seems like an unusual entry point for this kind of attacks. So it's good to know and add to one’s list of

locations to fuzz for SQL injection.


https://www.youtube.com/channel/UCW6MNdOsqv2E9AjQkv9we7A
https://www.youtube.com/channel/UCcBgAEHAW0ESGwfoLJYg_Tg
https://twitter.com/PwnFunction?ref_src=twsrc%5Etfw
https://twitter.com/Google?ref_src=twsrc%5Etfw
https://twitter.com/hashtag/HackWithIntigriti?src=hash&ref_src=twsrc%5Etfw
https://t.co/JO3ONBQZl7
https://twitter.com/intigriti/status/1148221745079496705?ref_src=twsrc%5Etfw
https://www.youtube.com/watch?v=w8NUJfDUvEg
https://jspin.re/fileupload-blind-sqli/
https://www.intigriti.com/

3. Conference of the week

“Pass the SALT 2019 videos & all slides, especially:
- Hacking Jenkins & Slides

- Better curl ! & Slides

- Dexcalibur - automate your android app reverse & Slides

- Mini-Internet using LXC (MI-LXC): A first step towards a free CyberRange ? & Slides
- JWAT... Attacking JSON Web Tokens & Slides

- KILL MD5 - Demystifying hash collisions & Slides”

When | first saw the name of this conference, | thought it was only about passwords, hashes and crypto
(because of the word “SALT").

But it's actually very eclectic with talks on interesting offensive security topics like: reversing Android
apps, why MD5 is so weak, JSON Web tokens, Curl, red teaming & open source, Jenkins security, etc.

And with brilliant speakers like Orange Tsai and Louis Nyffenegger, I'm sure quality is there too.

4. Tool of the week

“Asset Discover & Introduction”

Asset Discover is a Burp Suite extension that passively collects asset-related information. While you're
browsing the target app, it parses responses and extracts the following assets: domains, subdomains, IP
addresses, S3 buckets, DigitalOcean space URLs and Azure Blob URLs.

Having this kind of information passively gathered and easily accessible is interesting. It's worth testing.

5. Article of the week

“Data Breaches are on the Rise —Isittoohardtop r e v e n t control data breaches?”

Being obsessed with offensive security, defense is not my forte. But it's interesting to consider both to be
able to understand the other side (developers, clients, bug bounty programs...) and, if necessary, advise
them on how to remedy bugs or up their security.

This article provides multiple practices that can help avoid breaches, with links to resources (tools,
checklists, people to follow, articles, etc).

It's good to know for both hackers and defenders.

Other amazing things we stumbled upon this
week

Videos

GraphQL: The Documentary (Official Release)

e Let's Learn Rust by dOnutptr

e Don't use assert in PHP

e Teaching My Wife to Hack...Maybe (Part 2)

e Hacking with intruder



https://passthesalt.ubicast.tv/channels/#2019-lille
https://2019.pass-the-salt.org/files/slides/
https://www.youtube.com/watch?v=_x8BsBnQPmU&feature=youtu.be
https://2019.pass-the-salt.org/files/slides/12-Hacking_Jenkins.pdf
https://passthesalt.ubicast.tv/videos/time-efficient-assessment-of-open-source-projects-for-red-teamers/
https://2019.pass-the-salt.org/files/slides/11-Time_efficient_%20assessment_of_%20open-source_projects_for_Red_Teamers.pdf
https://passthesalt.ubicast.tv/videos/better-curl/
https://2019.pass-the-salt.org/files/slides/25-BetterCurl.pdf
https://passthesalt.ubicast.tv/videos/dexcalibur-automate-your-android-app-reverse/
https://2019.pass-the-salt.org/files/slides/02-Dexcalibur.pdf
https://passthesalt.ubicast.tv/videos/mi-lxc-a-first-step-towards-a-free-cyberrange/
https://speakerdeck.com/flesueur/mini-internet-using-lxc-mi-lxc-a-first-step-towards-a-free-cyberrange
https://passthesalt.ubicast.tv/videos/jwat-attacking-json-web-tokens/
https://2019.pass-the-salt.org/files/slides/09-JWAT.pdf
https://passthesalt.ubicast.tv/videos/kill-md5-demystifying-hash-collisions/
https://2019.pass-the-salt.org/files/slides/01-KILL_MD5.pdf
https://github.com/redhuntlabs/BurpSuite-Asset_Discover
https://redhuntlabs.com/blog/asset-discovery-burp-extension.html
https://medium.com/@ehsahil/data-breaches-are-on-the-rise-is-it-too-hard-to-p%CC%B6r%CC%B6e%CC%B6v%CC%B6e%CC%B6n%CC%B6t%CC%B6-control-data-breaches-c32dc563bb5
https://www.youtube.com/watch?v=783ccP__No8
https://www.twitch.tv/videos/449120304?filter=all&sort=time
https://www.youtube.com/watch?v=O8_nA_-ovvs
https://www.youtube.com/watch?v=BBjYRDLmFXY
https://www.youtube.com/watch?v=bYtiltwdyZk

Podcasts
e Security Now 721 - Exposed Cloud Databases

e Risky Business #546 — The fifth domain sees some action

e How to Get Buy-In When Your C-Suite Doesn’t Speak Security

e Hackable? 28 - Up Your Game

e Episode 530 - Why You Should Not Pay The Ransom From Ransomware

e Security In Five - Episode 528 - Things To Thnk About Before Using A Password Manager

e Hack Naked News #225 - Yubico, Attunity, & Trump Crackdown

Webinars & Webcasts

e OWASP WIA + InfoSecGirls knowledge exchange webinars: August 2018, October 2018, December
2018, January 2019, February 2019, March 2019, April 2019,

Conferences

e An Attackers View of Serverless and GraphQL Apps

e Captain Marvelous JavaScript - A look at the versality of JavaScript and how hackers use it

e BSidesPGH Black 2019, especially:
e How to Frustrate a Penetration Tester

e How to Get Started in Cybersecurity

Slides only

e From pen testing to bug bounty -Tips and tricks to get you started

e Hack in Paris 2019 slides

e Hash collision exploitation with files (Workshop)

e Google - Seeing Inside the Encrypted Envelope

Tutorials

Medium to advanced

e How do | automate the enviroment setup for android pentesting using simple bash scripts


https://www.youtube.com/watch?v=5SdQp3w_pnk
https://risky.biz/RB546/
https://blog.rapid7.com/2019/07/05/how-to-get-buy-in-when-your-c-suite-doesnt-speak-security/
https://hackablepodcast.com/episodes/up-your-game
https://www.itspmagazine.com/itsp-chronicles/chats-on-the-road-to-hacker-summer-camp-2019-def-con-27-a-conversation-with-jeff-moss
http://securityinfive.libsyn.com/episode-530-why-you-should-not-pay-the-ransom-from-ransomware
http://securityinfive.libsyn.com/episode-528-things-to-thnk-about-before-using-a-password-manager
https://www.youtube.com/watch?v=T9jreSLLqug
https://www.youtube.com/watch?v=wkjCCDeWbl0
https://www.youtube.com/watch?v=RrZW5qlGXPU
https://www.youtube.com/watch?v=9wzEke2a3zM
https://www.youtube.com/watch?v=06mkE5NVZXU
https://www.youtube.com/watch?v=06mkE5NVZXU
https://www.youtube.com/watch?v=U62qaA6vXAw
https://www.youtube.com/watch?v=g2h8UPmICvc
https://www.youtube.com/watch?v=AncfRwcXPSM
https://www.youtube.com/watch?v=I-FN-FCEbfQ
https://www.youtube.com/watch?v=xr2YX5JbDbM
https://www.youtube.com/watch?v=NgQMh9D7Tgo&t=2h53m08s
https://www.youtube.com/watch?v=SWHISa7zxqg&feature=youtu.be&t=7h21m31s
https://www.youtube.com/watch?v=HS5cJpDXJ6M&t=6h25m12s
https://docs.google.com/presentation/d/1K5zBAgb4Dkw7tOtsy7VLHFPiUJfzGwML2VJAua4gdp0/edit#slide=id.p
https://hackinparis.com/talks/
https://speakerdeck.com/ange/colltris
https://drive.google.com/file/d/1TkBq8Y8pBmNM-uBV3p5TyMF_ZAWVTyVY/view
https://www.joshuajebaraj.com/publications/how-do-i-automate-the-enviroment-setup-for-android-pentesting-using-simple-bash-scripts/

e Testing SAML Endpoints for XML Signature Wrapping Vulnerabilities

e Eternalrelayx.py—Non-Admin NTLM Relaying & ETERNALBLUE Exploitation

e Linux for Pentester: cp Privilege Escalation

e Bypassing Email Security Controls (P1: URL Scanning)

e Some ways to dump LSASS.exe

e Ninja Turtles in your network: LAN Turtle 3G. A how-to for red teaming

e Use Microsoft.com Domains to Bypass Firewalls & Execute Payloads

e ASREQRoast - From MITM to hash

Beginners corner
e Amass — Automated Attack Surface Mapping

e Using Shodan Better Way!

e Redirects: 301, 302, 307 |_How-To 301 guide

e Fallin love with Regex
e XPath Injection
e SQL Injection

e Kali Linux in the DigitalOcean Cloud

e Guide to SSH Lockdown

Writeups
Challenge writeups

e Pwning OWASP Juice Shop (Free e-book) & Online version

e Bugbounty Tips - Zseano Live Mentoring Series - XSS

e HIP 2019 LiveHackingEvent Yogosha / Truc 1 & 2

e (CloudGoat 2 Walkthrough - Part One, Part Two, Part Three, Part Four & Part Five

e CloudGoatChallenges - RCE Web App

Pentest writeups

e Discovering and Exploiting API Attack Surface Using Client-Side Javascript


https://web-in-security.blogspot.com/2019/07/testing-saml-endpoints-for-xml.html
https://medium.com/@technicalsyn/eternalrelayx-py-non-admin-ntlm-relaying-eternalblue-exploitation-dab9e2b97337
https://www.hackingarticles.in/linux-for-pentester-cp-privilege-escalation/
https://rhinosecuritylabs.com/social-engineering/bypassing-email-security-url-scanning/
https://medium.com/@markmotig/some-ways-to-dump-lsass-exe-c4a75fdc49bf
https://www.pentestpartners.com/security-blog/ninja-turtles-in-your-network-lan-turtle-3g-a-how-to-for-red-teaming/
https://null-byte.wonderhowto.com/how-to/use-microsoft-com-domains-bypass-firewalls-execute-payloads-0196505/
http://dumpco.re/blog/asreqroast
https://danielmiessler.com/study/amass/
https://medium.com/bugbountywriteup/using-shodan-better-way-b40f330e45f6
https://nitesculucian.github.io/2019/07/01/exploiting-the-xmlrpc-php-on-all-wordpress-versions/
https://habr.com/en/post/458108/
https://medium.com/@0ffensivemitthu/fall-in-love-with-regex-e43c083c592
https://medium.com/@chawdamrunal/xpath-injection-e0f98d4cef1e
https://medium.com/@chawdamrunal/sql-injection-a400c8fe82f
https://www.kali.org/news/kali-linux-in-the-digitalocean-cloud/
https://a.ndronic.us/guide-to-ssh-lockdown/
https://leanpub.com/juice-shop
https://bkimminich.gitbooks.io/pwning-owasp-juice-shop/content/
https://chris-young.net/2019/07/01/bugbounty-tips-zseano-series/
http://www.mohamed-chamli.me/blog/hip%202019%20livehackingevent%20yogosha/Truc
https://thetestlabs.io/post/cloudgoat-2-walkthrough-part-one/
https://thetestlabs.io/post/cloudgoat-2-walkthrough-part-two/
https://thetestlabs.io/post/cloudgoat-2-walkthrough-part-three/
https://thetestlabs.io/post/cloudgoat-2-walkthrough-part-four/
https://thetestlabs.io/post/cloudgoat-2-walkthrough-part-five/
https://www.c0d3xpl0it.com/2019/06/cloudgoatchallenges-rce-web-app.html
https://medium.com/@_graphx/discovering-and-exploiting-api-attack-surface-using-client-side-javascript-778082f4c942

e Red Team Techniques: Gaining access on an external engagement through spear-phishing

e Mimikatz and hashcat in practice

e How | Hacked Into Your Corporate Network Using Your Own Antivirus Agent

e How we hacked our colleague’s smart home

o Black Team War Stories: Which company are you a contractor with?

Responsible(ish) disclosure writeups

e Lerhan: Bypassing IDOR protection with URL shorteners

e Magento 2.3.1: Unauthenticated Stored XSS to RCE

e AWS IAM Managed Policy Review

e Firefox Local Files Theft - not patched yet

e How | Hacked the Microsoft Outlook Android App and Found CVE-2019-1105

e Snyk research team discovers severe prototype pollution security vulnerabilities affecting all
versions of lodash

e An Analysis of Arlo
e Slok API
e Centreon v19.04 Remote Code Execution (CVE-2019-13024)

e Mimecast Threat Center discovered a weakness in the Microsoft Excel tool that allows embedding

malicious payloads remotely.

Bug bounty writeups
e SSTI ($1,200)
e |[nformation disclosure

e |Improper access control on GitLab & TL;DR ($7,000)

e SSRF blacklist bypass on OX App Suite ($850)

e Another SSRF blacklist bypass on OX App Suite ($500)

e Privilege escalation on Shopify ($500)

See more writeups on The list of bug bounty writeups.

Tools

If you don’t have time


https://blog.sublimesecurity.com/red-team-techniques-gaining-access-on-an-external-engagement-through-spear-phishing/
https://www.vanimpe.eu/2019/03/07/mimikatz-and-hashcat-in-practice/
https://pentestmag.com/how-i-hacked-into-your-corporate-network-using-your-own-anti-virus-agent/
https://securelist.com/fibaro-smart-home/91416/
https://www.nccgroup.trust/uk/about-us/newsroom-and-events/blogs/2019/july/black-team-war-stories-which-company-are-you-a-contractor-with/
https://blog.detectify.com/2019/07/03/lerhan-bypassing-idor-protection-with-url-shorteners/
https://blog.ripstech.com/2019/magento-rce-via-xss/
https://summitroute.com/blog/2019/06/18/aws_iam_managed_policy_review/
https://quitten.github.io/Firefox/
https://www.f5.com/labs/articles/threat-intelligence/how-i-hacked-the-microsoft-outlook-android-app-and-found-cve-2019-1105?sf214690162=1
https://snyk.io/blog/snyk-research-team-discovers-severe-prototype-pollution-security-vulnerabilities-affecting-all-versions-of-lodash/
https://snyk.io/blog/snyk-research-team-discovers-severe-prototype-pollution-security-vulnerabilities-affecting-all-versions-of-lodash/
https://medium.com/tenable-techblog/an-analysis-of-arlo-6f1b691236b5
https://www.pentestpartners.com/security-blog/slok-api/
https://shells.systems/centreon-v19-04-remote-code-execution-cve-2019-13024/
https://www.mimecast.com/blog/2019/06/exploit-using-microsoft-excel-power-query-for-remote-dde-execution-discovered/
https://www.mimecast.com/blog/2019/06/exploit-using-microsoft-excel-power-query-for-remote-dde-execution-discovered/
https://gauravnarwani.com/injecting-6200-to-1200/
https://medium.com/@mateusz.olejarka/finding-hidden-gems-vol-4-rakefile-a-k-a-how-to-get-aws-keys-again-ed0d840e0ec
https://hackerone.com/reports/502593
https://twitter.com/y_sodha/status/1146477082181959680
https://hackerone.com/reports/299130
https://hackerone.com/reports/303378
https://hackerone.com/reports/541606

Cazador & Introduction

FridaLoader: A quick and dirty app to download & launch Frida x86 on Genymotion. Useful during
Android engagements when you don't want to download & run the @fridadotre Server on the device

every time

iframeBusterXSS: Tool for identifying iFrameBuster files (which often contain easy XSS)

Glorified Grep & Introduction

More tools, if you have time

CollabOzark: A simple tool which helps the researchers track SSRF, RCE, Blind XSS, XXE, External

Resource Access payloads triggers
Slothy: Open source information gathering tool from publicly available sites against a target domain
CRLF-Injection-Scanner: Command line tool for testing CRLF injection on list of domains

KNOXSS Community Edition

Recon: Easy Fast recon script

Hershell: Multiplatform reverse shell generator

Misc. pentest & bug bounty resources

Bug Bounty Methodology (TTP- Tactics,Techniques and Procedures) V 2.0

PENTESTING-BIBLE

Useful Commands by @LearnerPentest
Richelieu: List of the most common French passwords

Top 12 Cyber Security APIs

Top 10 Browser Extensions for Hackers & OSINT Researchers

anything!

Security/Server Side TLS & TL;DR: Changes in Mozilla's TLS server configuration guide for the first

time in 2.5 years

Ipless-scan.py & Introduction: Perform a port scan without having an IP configured on your network

interface
Active Directory Recon Cheat-sheet

OSCP Exam Report Template in Markdown

How DNS works


https://github.com/YasserGersy/cazador_unr
https://securitytraning.com/bugbounty-with-cazador/
https://github.com/dineshshetty/FridaLoader
https://github.com/tr4l/iframeBusterXSS
https://github.com/securisec/glorifiedgrep
https://www.securisec.com/tools/python/mobile_hunter/
https://github.com/securityidiots/CollabOzark
https://github.com/Droidzzzio/slothy
https://github.com/MichaelStott/CRLF-Injection-Scanner
https://addons.mozilla.org/en-US/firefox/addon/knoxss-community-edition/
https://github.com/C1h2e1/Recon
https://github.com/lesnuages/hershell
https://cyberzombie.in/bug-bounty-methodology-techniques-tools-procedures/
https://github.com/blaCCkHatHacEEkr/PENTESTING-BIBLE
https://pastebin.com/PunDRLFN
https://github.com/tarraschk/richelieu
https://securitytrails.com/blog/cyber-security-apis
https://medium.com/@NullByteWht/top-10-browser-extensions-for-hackers-osint-researchers-fca19b469158
https://www.reddit.com/r/SecurityRedTeam/comments/c8af95/srt_ama_i_am_robindigininja_a_professional/
https://www.reddit.com/r/SecurityRedTeam/comments/c8af95/srt_ama_i_am_robindigininja_a_professional/
https://wiki.mozilla.org/Security/Server_Side_TLS
https://www.reddit.com/r/netsec/comments/c6nbrx/mozilla_server_side_tls_configuration_guide_v50/
https://gist.github.com/DiabloHorn/01c6f26da1a877f0f3003bc776a2311a
https://diablohorn.com/2017/10/26/port-scanning-without-an-ip-address/amp/
https://medium.com/@7a616368/active-directory-recon-cheat-sheet-76ccc16dc6e8
https://github.com/noraj/OSCP-Exam-Report-Template-Markdown
https://howdns.works/

Challenges

New GraphQL challenges on Hacker101 CTF: BugDB v1, v2 & V3

Give some space to this XSS Filter.

FastFoodHackings - Is our new profile updater secure?

Articles

The Bug Bounty Bucket List

Finding vulnerabilities in Source Code

Pentest Skills To Land a Job in 2019

DKIM: What is it and should you configure it?

The null choice. A social engineering example in the wild

RDP Security Explained

(Ab)using Cloudflare Argo Tunnel for fun and profit

How to not be a script kiddie:Stop the Metasploit Over-reliance! Part 1

Notes on the OSI Model

Exploiting UPnP, literally childsplay.

OSCP

News

Bug bounty news

Follow @nahamsec on Instagram for weekly tips

FastFoodHackings: zseano's live hands on live mentoring session

New HackerOne feature: downloading a Burp Suite config file to automatically configure scope for

a program

5798! This is the impressive number of bugs discovered by @todayisnew while bug hunting

$50,000 award won by @seanmeals. Congrats!!

$2, that's the bounty @evanricafort got for a critical IDOR!

Vulnerabilities


https://twitter.com/Hacker0x01/status/1145779213401821185
https://www.bugbountynotes.com/challenge?id=31
https://twitter.com/bugbountynotes/status/1146772233957851136
https://blog.intigriti.com/2019/07/01/the-bounty-bucket-list/
https://medium.com/@somdevsangwan/finding-vulnerabilities-in-source-code-8575ece385dc
https://flawed.net.nz/2019/06/21/Getting-Into-Pentesting-In-2019/
https://mailchi.mp/dd6b24cc1a65/using-the-screen-utility-to-run-recon-tools-while-you-are-asleep
https://securitytrails.com/blog/what-is-dkim
https://www.pentestpartners.com/security-blog/the-null-choice-a-social-engineering-example-in-the-wild/
https://securingtomorrow.mcafee.com/other-blogs/mcafee-labs/rdp-security-explained/
https://medium.com/@adel.afsharipour/ab-using-cloudflare-argo-tunnel-for-fun-and-profit-100dd2c1f844
https://blog.usejournal.com/how-to-not-be-a-script-kiddie-stop-the-metasploit-reliance-part-1-9952d145a462
https://0x00sec.org/t/notes-on-the-osi-model/14573
https://kn100.me/exploiting-upnp-literally-childsplay/
https://cyb3rdan.com/2019/07/01/oscp/
https://twitter.com/NahamSec/status/1147216262939869184
https://medium.com/@zseano/fastfoodhackings-zseanos-live-hands-on-live-mentoring-session-11648d62c800
https://twitter.com/jobertabma/status/1146067948353683457
https://twitter.com/jobertabma/status/1146067948353683457
https://twitter.com/_bl4de/status/1146180017505886210?s=20
https://twitter.com/SynackRedTeam/status/1146135249505718272
https://twitter.com/evanricafort/status/1145643584550342658

e 17-Year-Old Weakness in Firefox Let HTML File Steal Other Files From Device

e Microsoft Teams Can Be Used to Download and Run Malicious Packages

e OpenlD Foundation says ‘Sign In with Apple’is not secure enough

Breaches & Attacks

e Mac Malware Pushed via Google Search Results, Masquerades as Flash Installer

¢ Inside the West's failed fight against China’s ‘Cloud Hopper’ hackers

e 7 Eleven launch mobile payment app: a day after launching it attackers stole half a million USD

from customers, as the app had no security around password reset

e First malware to abuse DNS over HTTPS poses challenge for defenders

e OpenPGP experts targeted by long-feared ‘poisoning’ attack

Malicious apps/sites

e Popular Android Zombie game phish users to steal Gmail credentials

Other news

e Morzilla revamps SSL Configuration Generator tool

e A Plan to Stop Breaches With Dead Simple Database Encryption

e Control-Alt-Delete? Swiss gov't puts the brakes on e-voting

e Firefox extension to protect users from reverse tabnabbing

e China Is Forcing Tourists to Install Text-Stealing Malware at its Border

e YouTube's ‘instructional hacking’ ban threatens computer security teachers - YouTube now says
takedown of a ‘white hat’ hacking channel was a mistake

e YouTube BANNING Hacking Videos - Hot Take (video)

Non technical

e When Passion Leads to Burnout

e No "yes.” Either “HELL YEAH!" or “no.”

e How To Land A Job In Infosec

e 10 Presentation Ideas That Will Radically Improve Your Presentation Skills


https://thehackernews.com/2019/07/firefox-same-origin-policy-hacking.html
https://www.bleepingcomputer.com/news/security/microsoft-teams-can-be-used-to-download-and-run-malicious-packages/
https://www.zdnet.com/article/openid-foundation-says-sign-in-with-apple-is-not-secure-enough/
https://threatpost.com/mac-malware-pushed-via-google-search-results-masquerades-as-flash-installer/146178/
https://www.reuters.com/investigates/special-report/china-cyber-cloudhopper/
https://twitter.com/gossithedog/status/1146885884928843776
https://twitter.com/gossithedog/status/1146885884928843776
https://portswigger.net/daily-swig/first-malware-to-abuse-dns-over-https-poses-challenge-for-defenders
https://nakedsecurity.sophos.com/2019/07/05/openpgp-experts-targeted-by-long-feared-poisoning-attack/
https://www.hackread.com/popular-android-zombie-game-phish-steal-gmail-credentials/
https://portswigger.net/daily-swig/mozilla-revamps-ssl-configuration-generator-tool
https://www.wired.com/story/field-level-encryption-databases-mongobd/
https://portswigger.net/daily-swig/control-alt-delete-swiss-govt-puts-the-brakes-on-e-voting
https://portswigger.net/daily-swig/firefox-extension-to-protect-users-from-reverse-tabnabbing
https://www.vice.com/en_us/article/7xgame/at-chinese-border-tourists-forced-to-install-a-text-stealing-piece-of-malware
https://www.theverge.com/2019/7/3/20681586/youtube-ban-instructional-hacking-phishing-videos-cyber-weapons-lab-strike
https://www.theverge.com/2019/7/3/20681586/youtube-ban-instructional-hacking-phishing-videos-cyber-weapons-lab-strike
https://www.youtube.com/watch?v=LIdZ2oPyB1Y
https://hbr.org/2019/07/when-passion-leads-to-burnout
https://sivers.org/hellyeah
https://www.secjuice.com/getting-a-job-in-infosec/
https://www.scienceofpeople.com/presentation-ideas/

Tweeted this week

We created a collection of our favorite pentest & bug bounty related tweets shared this past week. You're

welcome to read them directly on Twitter: Tweets from 06/28/2019 to 07/05/2019.
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