PROGRAM TYPE | HYBRID PENTEST

Intigriti’'s Hybrid
Pentest
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High level summary

Intigriti's hybrid pentest is a program type specifically
developed to support clients who need more control over
their bug bounty security testing.

Using the power of the crowd to supersede traditional
penetration testing is opening an entirely new way

of securing your assets to be ready to counter
modern-day threats.

Start your hybrid pentest without long lead
times and get instant visibility into all found
vulnerabilities on the Intigriti platform.

Pay for impactful
findings and not for

time spent testing

Why you need hybrid pentesting

An Intigriti bug bounty program provides the base coverage for all of your
company assets. Intigriti's hybrid pentests can assist and augment that
continuous testing strategy in three key ways:
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Run a hybrid pentest to kick Get a first glimpse of the

off your community powered security posture of a new asset

testing journey. Start with a you want to add to your bug

single security researcher to get bounty scope by running a hybrid Intigriti's hybrid pentests provide
comfortable with our platform pentest. This allows you to better a letter of attestation that can be
while at the same time ruling out calculate the bounty spendings on shared with your customers to
low-hanging fruits. your new scope item. prove the security maturity of your

product.

w Start the conversation by requesting a demo with our experts today.
32 INTIGRITI it - -
Scan the QR code or go to k https://go.intigriti.com/hybrid-pentesting


https://go.intigriti.com/hybrid-pentesting

How hybrid pentesting works

Intigriti’s hybrid pentests

are designed to deliver instant
impactful results without much
organizational overhead on the
client's side.

1. Community

Intigriti maintains a pool

of qualified and identity
checked security researchers
for hybrid pentests.

2. Pairing
Clients are paired with a
security researcher who

is best qualified for the
program's scope.

3. Communication
Intigriti enables
communication between
the client and security
researchers.

Key
benefits
of hybrid
pentesting

Start at any time
Start a security test
with a lead time of 2
to 3 weeks.

Simplified workflow
A workflow that
supports a fast

setup on the Intigriti
platform.

Dynamic and
adjustable test
coverage

The security
researcher can
follow the desired
methodology
requested by the
client or follow their
own creative flow
of searching for
vulnerabilities.

Streamlined
project
communication
Communicate with
security researchers
directly through
Intigriti's in-platform
messaging tool.

Match skills to
your project
requirement
Choose from
qualified and
identity checked
security researchers
who signed up

to deliver hybrid
pentests.

100% transparency
on results

Get instant access

to full vulnerability
information as

soon as a finding

is reported by a
security researcher
on Intigriti's platform.

4. Platform

Intigriti provides
instant access to found
vulnerabilities via the
platform.

5. Letter of
attestation

The client receives a
letter of attestation,
acting as proof for
the taken security
measures.

Easy vulnerability
workflow

All vulnerabilities
can be managed on
Intigriti's platform or
via our integrations.

JIRA integration
and bidirectional
API available.

Pay for impact

and focus

The client pays for
value (higher payouts
for higher severity
finding) with a cap on
the maximum payout.



About Intigriti

Agile testing powered How vulnerability management
by the crowd works on Intigriti

Intigriti’s bug bounty platform provides continuous, realistic 5| Researcher searches

security testing to help companies protect their assets and for a vulnerability

their brand. Our community of ethical hackers challenge

, ) ) L ) Researcher
our customers’ security against realistic threats — we testin

precisely the same way malicious hackers do. a via Intigriti

Intigriti's triage begins communication

with researcher

Intigriti's triage team applies

quality assurance steps

In-scope, unique and well-written

are to client

Client accepts report, and payment

is automatically processed

282 50,000+ researchers

More than 50,000 security researchers use Intigriti
to hunt for bugs — and we're growing!

..
&% 400+ live bug bounty programs You're in g°°d company

Companies of all sizes, and across multiple industries,

trust Intigriti to launch their bug bounty program.

& GDPR compliant Kahoot!

We ensure compliance with the highest security

standards. m ShOWPGd Fortnox

€] Strong European presence
X ]

In terms of hacker pay-outs, 8 out of 10 of the best i ee S0

European |
Commission

performing countries are European. However, Intigriti is SHOP APOTHEKE

EUROPE

very much a global business. In 2020, vulnerabilities were

submitted from more than 140 countries. “ VI ‘MA N randstad

Avulnerability reported and fixed is one less

opportunity for a cybercriminal to exploit.
TAKE YOUR FIRST STEPS

Ready to talk about launching your first bug

. bounty program? We're here to help you launch
@ Contact your Customer Success Manager . .

successfully.

Speak to our team today.
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069 I N T I G R I T I Information from Q2/2022. We are constantly growing, so please contact our sales department or see our website for an accurate number.



